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VYueOHBIH M1aH 10.02.04 OBECIIEYEHHME MH®OPMAITMOHHON BE3OITACHOCTHU
TEJJEKOMMYHUKAILIMOHHBIX CUCTEM
V4eOHBIN ro Hayaia MoArOTOBKHU 2026-2027
Kpanudukarus Texnuk no 3amure ungopmanuu
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Paboyast mporpaMMa TUCIUILTHHBL
Kpunrorpaduueckas 3amura nagopmanuu

paspabotana B cootBeTcTBHH ¢ PTOC:

®ezepallbHbIN TOCY1aPCTBEHHBIN 00pa30BaTE/IbHbII CTAHAAPT CPEHEro NPOPECCHOHANLHOr0 06pa3oBaHMs 110 CIICLHAIBLHOCTH
10.02.04 OBECIIEYEHUE NTH®OPMAIIMOHHOU BE3OITACHOCTU TEJJEKOMMYHUKAIIMOHHBIX CUCTEM (mpukas
Muno6pHayku Poccun ot 09.12.2016 . Ne 1551)

COCTaBJIeHa Ha OCHOBAaHMH y4eOHOTO IIIaHa:
10.02.04 OBECIIEYUEHUE UHO®OPMAILIMOHHOM BE3OITACHOCTH TEJIEKOMMYHUKAIIMOHHBIX CUCTEM
yTBepkaeHHoro Ha 3aceqanun Ilemarornaeckoro Cosera AHO ITO "CTK" 26.02.2026 mpotoxos Ne 5.



1. HEJIX OCBOEHUS JUCIUITJINHBI

1.1

B pesynbpTate u3ydeHns NpohecCHOHATBHOT0 MOIYIIS CTYICHT JIOJDKEH OCBOUTH OCHOBHOM BUJI AESATENBHOCTH «3aIuTa
rHpopMaLnH B HHGOPMALMOHHO-TEIEKOMMYHHKAIIMOHHBIX CUCTEMaX

1.2

1 CETAX C UCNOJIb30BAHUEM NPOTPAMMHBIX U MPOrpaMMHO-aNIapaTHBIX, B TOM YUCJIC KpHnTorpaq)qucxmx CpeACTB
3allIUTBD» U COOTBECTCTBYIOIIUC EMY O6H.[I/Ie KOMIICTCHIWHU U

1.3

npodeccroHanbHbIe KOMICTEHIIUH:

1.4

[l ycraHOBKe, HACTPOIIKe, HCIBITAHUAX U KOH(PUTYPUPOBAHUH ITPOTPAMMHBIX U ITPOrPaMMHO-ANMAPATHBIX B TOM YHCIE
KpHUOTOrpa)MuecKUX CPEeICTB 3aUThHl HHpopMarmu B obopynoBanun UTKC;

1.5

[ mogepskaHuu o6ecrepedoitHoi paboThl MPOrpaMMHBIX U IPOTPaMMHOANIIAPATHBIX B TOM YHCIIE KPUMITOrpapHuECKUX
cpencts 3amuThl HHGopmaru B UTKC;

1.6

(1 3amure uapopmanuu ot HC/I u cnienmansibix Bosaelictuii B UTKC ¢ rucnonb30BaHUEM IPOrPaMMHBIX M IIPOrPaMMHO
-alImapaTHBIX B TOM YHCIIE KPUNTOTPaQUISCKUX CPEICTB 3aLIUTH B COOTBETCTBHH C IPEABSBIIEMBIMH TPSOOBAHUIMH.

1.7

(] BBISIBIIATH U OLIEHUBATh YTpo3sl Oe3onacHocTH MHpopMarmu B UTKC;

1.8

(] HacTpauBaTh U MPUMEHSTH CPEACTBA 3aLIUTH HHPOPMALUH B ONEPALIMOHHBIX CUCTEMAaX, B TOM YHUCIIE CPEACTBA
aHTHUBHMPYCHOH 3aIINTHI;

1.9

] IpOBOJUTH YCTAHOBKY M HACTPOWKY IPOrPaAMMHBIX M IIPOrPaMMHOAITIAPATHBIX, B TOM YHCIIE KPUITOrPapUISCKUX
CPEJCTB 3alIUTHl HH(POPMAITHH;

1.10

[ IpOBOUTH KOH(UTIYPUPOBAHNE IPOrPAMMHBIX U IIPOrPaMMHOANINAPATHBIX, B TOM YUCIIE KPUNTOrpaUIeCcKuX CPeacTB
32U THl HHPOPMALIH;

(] IpOBOJUTE KOHTPOII MTOKa3aTeel u mporecca QyHKIIMOHUPOBAHHS IPOTPaMMHBIX M IPOTpPaMMHO-AIIaPaTHEIX, B TOM
9HCIIe KPUNTOrpahuIecKuX CPeCTB 3alIUTH HH(OPMAIHH;

1.12

(] IpOBOJIUTE BOCCTAHOBJICHHUE MPOIIECCa U ITApaMeTpoB (DyHKIIMOHNPOBAHHS IPOTPaMMHBIX M IPOTpaMMHO-aNapaTHHIX,
B TOM YHCJIE KPUNTOrpahUuecKux CpeacTB 3alUTE HHPOPMALUY;

1.13

[ IpOBOJUTE TEXHUYIECKOE OOCTYKHBAaHHIE 1 PEMOHT IIPOTPAaMMHBIX H IPOTPaMMHO-AIIAPATHBIX, B TOM YHCIIE
KpUNTOrpaUIecKUX CPEeaCTB 3aLIUTHl HHPOPMATUH

1.14

(1 Bo3MOXxHEIE YTrpo3s! Oe3onmacHocTr nHpopmarmu B U'TKC;

1.15

(] crocoOsI 3amuThl HHGOPMAIMK OT HECAaHKIIMOHUPOBaHHOTO aoctyna(nanee — HC/I) u crienuanbHBIX BO3ICHCTBHAN HA
HeE;

1.16

[l THHOBBIE IPOTPaMMHBIE M IPOrPaMMHO-AIIAPATHBIE CPEICTBA 3ALTUTH HH(OPMAIUK B HH(GOPMALHOHHO-
TEJIEKOMMYHUKAMOHHBIX CUCTEMAX U CETAX;

1.17

[l xpunrorpadpuyeckue CpeacTBa 3aIUTel HHHOPMAIK KOHPHUICHIIHATBHOTO XapaKTepa, KOTOpbIe MPUMEHSIOTCS B
MH(OPMAMOHHOTEIEKOMMYHHKAIIMOHHBIX CHCTEMaX M CETSIX;

1.18

[l mopsAAOK TeCTUPOBaHUS (QYHKIUH IPOrpaMMHBIX U IPOrpaMMHOANMNApaTHBIX, B TOM YHCIe KPUOTOrpadHIecKux
CPEJICTB 3aIIUThI HHPOPMALHY;

1.19

(] opraHu3aluIo U COAEpKaHUE TEXHUIECKOro 00CITyKUBaHNS U PEMOHTA ITPOrPaMMHO-aNIapaTHBIX, B TOM YHCIIe
KPHUITOTpahMIECKUX CPEACTB 3aIIUTH HHPOPMALNH;

1.20

a MOPAAOK U IpaBUJia BEACHUSA BKCHHyaTaHHOHHOﬁ JAOKYMCHTAIIUM Ha IIPOIrpaMMHBIC U IIPOrpaMMHO-aIIapaTHbIC, B TOM
quCcie KpI/Il’[TOI‘paq)I/I‘{eCKI/IX CPEIACTB 3alllUThI I/IH(I)OpMaHI/II/I

2. MECTO JUCIIMIIJIMHBI B CTPYKTYPE OOII

ukn (paznen) OOIT: | MJIK.02

21

TpeGoBaHUA K MPeIBAPUTEIbHOI MOATOTOBKE 00y4YaIOUIErocs:

2.1.1

OpraHu3anMoOHHOE U IPAaBOBOE oOecIeueHnEe HHPOPMALMOHHOH 0E30MacHOCTH

2.1.2

TCJICKOMMyHI/IKaLII/IOHHI)Ie CHUCTEMBI U CCTU

2.13

VYueOHas mpakTHUKa

2.14

SHGKTpOHI/IKa U CXCMOTCXHHKA

2.1.5

14601 "MoHTaXXHHUK 000pyTOBaHUS CBSI3M"

2.1.6

BeimosHeHHe padoT 1Mo 0JHOM WITH HECKONBEKUM MpodeccrsiM pabodnX, TOIDKHOCTSM CITYXKAIIKX (TS CTIeIHaIbHOCTEH
CIIO)

2.1.7

I/IH)KCHCpHaH 1 KOMIIBOTCPHAast Fpa(bI/IKa

2.1.8

KBanudukanmoHHbIN 3K3aMeH

2.19

OCHOBBI AJITOPUTMU3ALIMU U IIPOTpaMMUPOBAHUA

2.1.10

[IpousBocTBEeHHAs MpaKTUKa

2.1.11

VYueOHas mpakTHUKa

2.1.12

dusuka

2.1.13

DKOHOMMUKA U YIpaBJICHUE




2.1.14

DNEeKTPOTEXHUKA

2.1.15

Be3omacHOCTD KM3HEAEATEIBHOCTH

2.1.16

Wudopmarnka

2.1.17

Uctopus

2.1.18

Maremaruka

2.1.19

OcHOBBI HHPOPMALMOHHON 06€30IacHOCTH

2.2

JMCHUIUINHBI U IPAKTUKH, 1JIS1 KOTOPBIX OCBOEHHE JAHHOI TUCHUIINHBI (MOLYJI51) HEOOXOAMMO KaK
npealiecTBYIOLIEe:

3. KOMIIETEHIIMH OBYYAIOIIETI'OCS, ®OPMUPYEMBIE B PE3YJIBTATE OCBOEHUA TUCHUTIITNHBI

(MOJYJIST)

IIK 2.3.: OcymecTBAATH 3a1IUTY HH(POPMALMHI OT HECAHKIMOHMPOBAHHBIX JelicTBUI U celMaabHbIX BO3/1eHCTBUIl B
HHGOPMALHOHHO-TEIeKOMMYHHKAIMOHHBIX CHCTEMAX U CETSAX ¢ HCMOJIb30BaAHMEM MPOrpaAMMHBIX M POrPaMMHO-

allnapaTHbIX, B TOM YHUCJI€ Kle’lTOl’paq)l/l'-leCKPlX CpeaACTB B COOTBETCTBUH C NPEAbABJISACMbIMHA TpeﬁOBaHHﬂMH.

IIK 2.2.: ITopaep:xuBaTh 6ecnepedoiinyio padoTy NporpaMMHBIX U IPOrPAMMHO-aNIAPATHBIX, B TOM YHcJIe

KpunrorpagpuuecKux cpeacTs 3alUThl HHPOPMaLMU B MHPOPMALMOHHO-TEJIeKOMMYHUKAIMOHHBIX CHCTEMaXx M CeTsX.

IIK 2.1.: IIpou3BOOUTE YCTAHOBKY, HACTPOHKY, HCIIBITAHUA U KOHQUI'YPHPOBAHME IPOIPAMMHBIX U IPOrPAMMHO-
aNNapaTHbIX, B TOM YHC/1e KPUNTOrpaguuecKHX CPeACTB 3alUThl HHGOPMALUMH 0T HECAHKIMOHUPOBAHHOIO 10CTYIA H

cnenuaJdbHbIX BO31eCTBHII B 06opyz[01;al-me I(IH(l)OpMa].lI/IOHHO-TeJ'leROMMyHI/IKa].[PIOHH]:lX CHCTEM U CeTeid.

OK 10.: IToab3oBaThest MPo(hecCHOHATBLHOI JOKYMEHTAIMeil Ha rocyIapcTBEHHOM U HHOCTPAHHOM SI3bIKaX.

OK 09.: Ucnoab3oBaTh HHGOPMALMOHHBIE TEXHOIOIMH B TPO(eCCHOHAIBHOI 1eTeIbHOCTH.

OK 04.: Pa6oraTh B KO/LJIeKTHBE U KOMaHJe, 3P (PeKTUBHO B3aUMOeliCTBOBATD ¢ KOJLJIETAMHU, PYKOBOACTBOM, KJI1HECHTAMM.

OK 03.: Il1aHupoBaTh M PeaIM30BbIBATH COOCTBEHHOE NPO(ecCHOHATBHOE M JIMYHOCTHOE Pa3BUTHE.

OK 02.: OcymecTBJIATH MOUCK, AHAJIU3 U HHTEPNpPeTaANNi0 HHpopMannu, He0OX0AUMOIi /151 BHINMOJIHEHHUS 32129
npogeccCHOHATBbHOI eI TeTbHOCTH.

OK 01.: Boioupats crioco0bl pelieHus 3a1a4 NpogeccuoHAIbLHOM 1eATebHOCTH, IPUMEHUTEJIbHO K Pa3jJHYHbIM

KOHTEKCTaM.

B pe3yJbTaTe 0OCBOCHUA TUCHMIIIMHBI oﬁyllamumﬁcn JOJIKECH

31

3HaTh:

3.1.1

[ Bo3MOXxHBIE YTpo3s!l Oe3onacHocTu nHpopmarmu B U'TKC;

3.1.2

(] cocoOBl 3amuUTh HHQOPMAIMK OT HeCAaHKIIMOHUPOBaHHOTO aoctyna (manee — HCJI) u cienuanbHBIX BO3NEHCTBII Ha
Heé;

3.13

[l THHIOBBIE IPOTPaMMHBIE U IPOrPaMMHO-AIIIaPaTHBIE CPEICTBA 3ALIUTH HH(OPMAIUU B HH(GOPMALHOHHO-
TEJIEKOMMYHUKALMOHHBIX CUCTEMAX U CETAX;

[l xpunrorpapuyeckue CpeacTBa 3alUTel HHHOPMAIMK KOHPHUICHIIHATBHOIO XapaKTepa, KOTOpble MPUMEHSIOTCS B
MH()OPMAIMOHHOTEIEKOMMYHHKAIIMOHHBIX CHCTEMaX H CETSIX;

[l HOpPSAIOK TeCTUPOBAHMS (PYHKLHUIA IPOrPaMMHBIX M IPOrPaMMHOAIMIAPATHBIX, B TOM YHCJIe KPUOTOTrPpapHICCKUX
CPEICTB 3alIUTHI HH()OPMAITHIH;

[ opraHM3anuIo U COAEpKaHNEe TEXHUUECKOTO 00CTY)KUBAHNUS M PEMOHTA IPOrPaMMHO-aIapaTHBIX, B TOM YHCIIE
KPHUNTOTpahMIeCKUX CPEACTB 3aMIUTH HHPOpMALNH;

[l mopsANOK M MpaBHiIa BEIEHUS SKCIUTYaTAllMOHHOM JOKYMEHTAI[MM Ha IPOrpaMMHBIE  POrpaMMHO-aNNapaTHbIE, B TOM
YHCIIe KPUNTOrpaGUIecKuX CPeCTB 3alIUTH HHPOPMAINH

3.2

YMmerb:

321

(] BBIBIIATH U OLIEHUBATH YTpo3sl Oe3omacHocTr MHpopMarmn B UTKC;

322

(] HacTpaWBaTh M MPUMEHSATH CPEICTBA 3alUTH HHPOPMAIIUH B ONICPAIMOHHBIX CHCTEMAaX, B TOM YHCIIEC CPE/ICTBA
AHTUBHUPYCHOM 3aILINTHI;

323

[ IpOBOJUTE YCTAHOBKY M HACTPOUKY IPOrPaMMHBIX W IIPOTPaMMHOAITIAPATHBIX, B TOM YHCIIE KPUITOrpapUIecKUX
CpPEeACTB 3aIUTHI HH(pOPMAIUH;

324

[ IpoBOUTE KOH(PHUTYPUPOBAHKE MIPOTPAMMHBIX M ITPOTPAMMHOAMIIAPATHBIX, B TOM YHCIIE KPHITOTPAadHIECKAX CPEICTB
3aMUTHl HHPOPMALUH;




325

[l IpOBOUTE KOHTPOIIB MTOKA3aTeNel 1 mporecca (PyHKIIMOHUPOBAHHS IPOrPaMMHBIX H IPOrPaMMHO-AIIAPATHEIX, B TOM
4yCcIIe KPUNTOrpaguueckux CpeacTB 3aluThl HHYOPMALUH;

3.2.6

[l IpOBOJUTH BOCCTAHOBIICHHUE MpOILECcca U TapaMeTpoB (DyHKIIMOHUPOBAHHS IPOrPaMMHBIX U MPOTrPaMMHO-aNMapaTHbIX,
B TOM YHCJIC KPUITOrPahUUECKUX CPEICTB 3aIUTHI HHPOPMALHY;

327

(] IpOBOJUTH TEXHUYECKOE OOCTYKMBAaHHE M PEMOHT IPOrPaMMHBIX U MPOrpPaMMHO-AIIAPATHBIX, B TOM YHCIIE
KpHUNTOrpadMueCKUX CPEJICTB 3aIUThHI HHpOpMauK

33

Baagern:

3.3.1

[] ycTaHOBKE, HACTPOIKE, HCIBITAHUAX U KOHPUTYPHUPOBAHUH MTPOTPAMMHBIX U ITPOTPAMMHO-AIMIAPATHBIX B TOM YHCIIC
KpHUITOTpahMIeCKUX CPEACTB 3auThl nHpopManuu B obopynosanun UTKC;

332

] moepkaHuu OecriepeOoitHOi paboThl MPOrPaMMHBIX U IPOTPAMMHOATIIAPATHBIX B TOM YHCIIE KPUMITOrpapUeCKuX
cpencts 3amuthl HHGopManyu B UTKC;

333

(1 3ammte nHpopMmanuu ot HC/I u cnenmansubix BosaekicTeuii B UTKC ¢

334

HCIIOJIB30BAHUEM IMMPOIrpaMMHBIX U IMTPOrpaMMHO-aIInapaTHbIX B TOM YHCJIC

335

KPHUITOrpaUuecKUX CPEACTB 3alIUTHI B COOTBETCTBUH C MPEIbABIIEMbIMU

33.6

TpeOOBaHUSAMHU

4. CTPYKTYPA U COAEPKAHUE JUCHUIIJIMHBI (MOIY JIA)

Kon

3aHATHS Kypc

HaumeHnoBanue pa3ie/ioB U TeM /BUJ 3aHATHS/ Cemectp / Yacos

Pasznen 1.

1.1

Obecnieuenne 0€30MaCHOCTH ONEPAMOHHBIX cucTeM [IpobiaeMsr obecredeHus 7 4
0€30MacHOCTH ONepPalMOHHBIX CHCcTeM. [I0JHOCTBIO KOHTPOIUPYEMBIE CHCTEMBI.
YactruHo-koHTpomupyemble cucteMbl. Windows XP. Windows 7. Windowss.
Linux. QNX u apyrue onepanioHHbIE CHCTEMBI. TeXHOIOTHN ayTeHTH(UKAIIIH.
AyTeHTU(HKAIYS, aBTOPHU3AIIS U aAMUHUCTPUPOBAHUE JEHCTBUI MOTH30BATEIS.
Mertoabl ayrentudukanuu. [Taponu. PIN-kozp1. MeTObI HAIEKHOTO COCTABICHUS
napouteii. Ctporas ayreHTrduKaus. OTHOCTOPOHHSIS ayTeHTU(DUKAIIHS.
JByXCTOpOHHSS ayTeHTH(HUKANNI ATIIapaTHO-IPOrpaMMHBIE CPEACTBA
uaeHTuuKanun U ayreHTudukanun. TokeHsl. CMapT-KapThl. BUpTyanbHbIe KIHOYH.
IIporpammHo-anmapaTHbIe MOIYJIN AOBEpEHHOM 3arpy3ku. 3agaun ATIM/I3.
Bosmoxnoct ATIM/I3. Bunet AIIMI3. ATIM/I3 Kpunton —3amMok cucTeMHBIN
agMHUHHCTpaTop. M3ydeHne HaCTpOeK CUCTEMHOTr0 aqMuHuCcTpaTopa ATIM/I3.
ATIM/I3 Kpunton —3amok, HacTpoiiku nonb3oBatens AIIM/I3. Orpannyenust
nericTBuil moip3oBartens. Vinentudukarus. JKypHan perucTpamiuy COOBITHIA.
Hactpotiku nenoctaoctu cpenst AIIM/I3 Cexrop HAKM/. Ob6nacts namsitu. Daii,
namnka, Karajuor. /JIex/

1.2

H3zydenne cpeacTB HACHTH(OUKALNY ayTEeHTU(GHUKALUY ONEPAlMOHHBIX CUCTEM 7 4
Hacrpoiika nokanpHo# monutuky 6e3omacHoctd Windows.ITonntrka maposei.
IlomuTuku yderHsix 3anuceil. Haznauenue npas nons3osareist Hactpoiika
JoKaJgbpHOM monutuku 6e3onacnoctd Windows. Ilapamerpbl 6€30macHOCTH.
ITonutuka aynura Hactpoiika n3onuposannoii cpenbl AIIM/[3 Kpunton-3amox
HMHULHATA3AIIS CHCTEMHOTO aIMUHHACTPATOPa, HHIIUAI3AIUS [T0Ib30BaTelIs,
IIPOBEpPKa IETOCTHOCTH cpeIbl ANmapaTHble cpeacTBa mudpoBanus Kpunton4,8
HacTpoiika, sKciutyatanus [IporpaMMHble cpeacTsa MHUppOBaHUs. 3allHIICHHbIC
KoHTelHepsl. Kpunron-mudpoBanne Boccranosienne nHGOPMAIK THIIOBBIMH
cpexnctamu IIporpammMser BocctanoBieHHEe nHGopMmanuu /TIp/

1.3

BoccranoBnenue nH(MOpMaIK TUIIOBBIME CpecTBamu IIporpaMmsl 7 4
BoccTaHoBJeHue uHpopmarmu /Cp/




1.4

TexHOMIOTUH pasrpaHUYIEHUS JOCTYIAAPXUTEKTYpa MOJCUCTEMBI 3alUTHI
onepanuonnoit cuctembl Windows Server2016. Ocodenroct OC Windows
Server2016. Bo3amoxxHOCTH aasMHHACTpaTOpa. PasrpaHnndenne 1ocTymna K 00beKTaM
olepaluoOHHOU cucTteMbl. Mogenu nocryna. JluckpennoHHas Mozenb. MannatHas
mozenb. Ponu. JlokaneHas monutrka 6e3onacHoctd. Hactpoiika nokanbHOR
MOJUTHKH 0€30MacHOCTH. AJMUHHCTpUpPOBaHHE cucTeMbl. M3onupoBaHHas
nporpamMHas cpena. CriocoOs! opraHu3anui. MeTosl IPIMEHEHS.
ActiveDirectory. KommnexcHas cuctema opraHu3aIiiy ypaBiIeHHs JOCTYIIOM.
Mucransuus. Hactpoiika. AynuT 6€301acHOCTH ONEpallMOHHON CUCTeMbl. MeTo b
MIPOBEICHUS KOHTPOJIBHBIX ITPOBEPOYHBIX MEPOIPHTHHA. [IporpaMmHbIe cpencTBa
aynuta. OyHKITNHA MEXCETEeBBIX 9KpaHOB. OTpaHHUYCHUE JOCTYIIa BHEITHIX
nonp3oBarenel. Pasrpannuenue nocryna. @uistpanus tpadpuka. AHaIN3
nudopmannu. [lakernas ¢punbrpanust. [locpenanyeckne GyHKIHN.
JonomHuTensHbIe BO3MOXHOCTH MD. Oco0eHHOCTH (QYHKITMOHHPOBAHUS
MeKCeTeBBIX 3kpaHoB. Moaens OSI. Dxpanupyromuit mapmpyrusarop. [llnro3
ceaHcoBoro yposHsl. [IpuknanHoil mro3. [Into3 skcnepTHOro ypoBHs. CxeMbl
3aIMTHI Ha 0a3e MEeKCETEeBBIX SKpaHOB. [JoiHTHKa MeXCceTeBOro B3anMOIeHCTBHS.
Cxewmsl nopxmodeHust MO. IlepconansHsle U pactpeneneHasie M. [Tpobremsr
6e3onacuocty MD. TecTupoBaHHE MEKCETEBBIX KpaHOB. TpeGoBaHus oKa3aTeen
tectupoBanus. Kimaccet MD. Tpebosanus ®CTIK k MD. /JTex/

1.5

[IporpamMMel HaJIeKHOTO yAaneHHS HHOOPMAIHA ApXUBHPOBaHNE HHPOPMAIIUT
IIporpammMHBle cpencTBa pezepsHOro konuposanus. Hacrpoiika RAID-maccuBos
HWncaiinepckas nadopmanus. Ilporpammer coopa nnpopmanuu o IIK Hactpoiika
MexceTeBoro 3kpana /Ip/

1.6

IIporpammel coopa napopmanuu o [TK Hactpoiika MexcereBoro skpana /Cp/

1.7

O6ecneuenne nHGOpMannoHHOH Oe3omacHOCTH ceTell. OCHOBBI TEXHOJIOTHA
BHPTYaJIbHBIX 3amuIeHHbIX ceteil VPN . IIpobnemsr nHdopMaimoHHoH
6e3omacHocTH ceteil. BBenenue B cereBoil nH(GOpMAaLMOHHBIA OOMEH.
Hcnonp3oBanue cetn Matepuet. Mozens ISO/OSI u crek nporokonos TCP/IP.
ObecneueHre HHPOPMAITUOHHOHN Oe3omacHoCTH ceTell. CriocoObl 0OeceueHst
nHpopMannoHHOi 6e3omacHocTH. [Tyt pernreHus npodieM 3amuTe HHQOPMAIIH B
ceTsax. KoHuenuus nocTpoeHus BUPTyalbHbIX 3alllMIIEeHHbIX ceTeil. Hanexxnas
nepezaya MHGOPMAIMH O HE3aINILCHHBIM KaHanaM cBsi3u. [ludposanue.
Aytentnduxarys. Bepudukanms. V30srrounoe koguposanne. VPN — pemrenns s
MIOCTPOCHMS 3aUIICHHBIX ceTell. BupTyanbHbIe 3alUIEHHbBIE CETH.
Tynennpoanue. Mukancynsus nakeroB. CTpykrypa nakera. CTpykTypa
3aIIMIIEHHOTO TTaKeTa. BapHaHTEI TOCTPOCHUS 3aIIMIICHHBIX KaHAJIOB.
Kraccupukanns. 3amunTa Ha kKaHansHOM ypoBHE. [Ipotokomnsr PPTP, L2F, L2TP.
[TpoTokonsl popMHUPOBAHHUS 3AIUIIEHHBIX KaHAJIOB HA CEAHCOBOM YPOBHE.
nporokoiiel SSL, TLS, SOCKS. 3amura Ha ceTeBOM ypoBHE. APXUTEKTYpa CPEJICTB
6e3zomacaoctu [PSec, AH, ESP. 3ammra Ha npuknagaoM ypoBHe. OpraHu3anus
yIAAJIeHHOTO JOCTyma. YIpaBlieHHe uaeHTuuKanuei u gocrynom. Cpeactsa
ympasieHus goctynoM. Web-noctym. I[Iporokonst PAP, CHAP, S/Key, SSO,
Kerberos. /JIex/

1.8

OCHOBHBIE IEHCTBUS C BUPTYaIbHOM MaIIiHON PaboTa ¢ KOHTPOIBHBIMU TOYKAMHU
Hcrions30BaHMe BHEIIHUX YCTPOHCTB PaboTa ¢ TOKambHBIM XpaHIIHIIEM
ceprudukaroB 8 OC WINDOWS Vcranoska u Hactpoiika [10 eTokenPKIClient
Hactpotika I1O eTokenPKIClient ¢ moMonipio rpyMHoOBBIX MOJUTHK Pa3BepThIBaHHE
TMS B cpene Active Directory Hactpoiika TMS B cpene Active Directory
Hacrpoiika momutux TMS HacTpoiika ncrons30BaHus BUPTYaIbHOTO TOKEHA
Vcnonp3oBaHKe TOKEHA HA pabovyeM MecTe aMUHHCTPAaTopa Y CTAHOBKA H
Hactpoiika CK3U «KpuntolIpoCSP» Pabota ¢ KoHTeiHepaMu 3aKpBITOTO KITF0Ya U
cepTudukatamu noiab3oBatens cpencrsamu Kpumro IIpo CSP ITpumenenne
SecretDisk4 Ipumenenune SecretDisk Server NG M3yueHne 0CHOBHBIX
BozMoxkHocTel T1O VipNetClient Mzyuenne nactpoek [10 VipNetClient M3ydenue
BozMoxkHOcTel T10 Jenoas moura /TIp/

1.9

W3zydenne ocHOBHEIX Bo3MoxkHOcTeit [1O /Cp/




1.10

Texnonorun oOHapykeHus BTOpxKeHUH. TexHOmIorust 00HapyKeHUs aTakK.
KoHuenmus aganTuBHOro ynpasieHHs 0€30MacHOCTbI0. TexHoyorus ananmsa
3amumeHHocTH. CpeicTBa aHaIN3a 3alAIIEHHOCTH CETEBBIX IIPOTOKOJIOB
cepBucoB. CpeacTBa aHaNM3a 3alIUIICHHOCTH OIEPAMOHHON cucTeMbl. O0Imue
TpeGoBaHMs K BEIOMpPaeMbIM CpeICTBaM aHalu3a 3amuieHHocTu. CpeacTsa
0OHapy>KEeHHs CETEeBBIX aTak. MeTo/ibl aHalM3a ceTeBoi HHPOPMALHH.
Knaccugukarms cucreM oOHapyxeHHs aTak. KOMITIOHEHTHI U apXHUTEKTypa CHCTEMBI
obHapyxeHust aTak. OcCOOEHHOCTH CUCTEM OOHAPYXKEHUS aTaK Ha CETEBOM U
OIEPALMOHHOM YPOBHSX. MeTozbl pearnpoBaHus Ha ceteBble aTaku. O630p
COBPEMEHHBIX CPENICTB OOHAPYKEHH aTakK. TeXHOIOTHH 3alIUTH OT BUPYCOB.
KoMmbroTepHsIe BUPYCHI B IPOOIEMBI aHTHBHPYCHOIT 3amuThl. Kiaccuduxaris
KOMITBIOTEPHBIX BUPYCOB. JKu3HeHHBII UK BUPYcoB. OCHOBHBIE KaHAIIBI
pacrpocTpaHeHUsI BUPYCOB H APYruX BPEJOHOCHBIX mporpamm. /JIex/

1.11

W3zydenne cpencTB oOHapyXeHHS aTak [3ydeHne aHTHBHPYCHBIX TPoaykToB /T1p/

1.12

Uzydenne cpencTB oOHapyxeHHs aTtak V3ydeHre aHTHBUPYCHBIX MPOIyKToB /Cp/

1.13

Mertobl yripaBiieHUs CPEICTBAMH 3aIIUTHL. METO bl YITPABIICHUS CPEICTBAMH
CETEBOM 3alMThl. 3a/lauy YIPaBJIECHUS CUCTEMOM CETEBOM 3alUThl. APXUTEKTypa
yIIpaBJIeHUs CPEICTBAMU CETEBOH 3aIUThl. OYHKIIMOHUPOBAHUE CUCTEMBI
VIIPaBICHHS CPEACTBAMHU 3aIUThI. AyIUT 6€30MacHOCTH HH()OPMAIIMOHHO
cucTeMbl. MOHATOPHHT 0€30MaCHOCTH CHCTeMBI. [IporpaMMHBIe CpeacTBa
npoBeieHus ayaurta 6ezomacHocTr. O030p COBPEMEHHBIX CUCTEM YIIPABIICHHUS
ceteBoii 3ammrol. Knaccudukanus cuctem 3amuThl. [lepcrneKTHBBI U TEHICHLUH B
Pa3BUTHU CHCTEM 3alIMThI. /JIek/

1.14

ITaponu. PIN-koap1. MeToibl HaZIe)KHOTO COCTABJICHHUS MTAPOJICH.
5.Tokensl. CmapT-KapThl. BupTyaibHble KiIoun.
6.IIporpaMMHoO-anmapaTHble MOAYIN JOBEPEHHOW 3arpy3KH.
7.ATIMI3 KpuntoH —3aMOK CUCTEMHBIH aJIMUHUCTPATOP.
8.M3yuyeHue HaCTpoeK CUCTEMHOro agMuHucTparopa AIIM/I3.
Mp/

10

9.Cexrop HXXM/. O6nacte mamsitu. @aiin, manka, KaTajor.
10.Pasrpannyenue 1ocTyna K 00beKTaM ONepannoHHON CHCTEMBI.
11.KoMrIutekcHast cucTeMa OpraHH3aIiy YIIPpaBJICHHUS JOCTYIIOM. MHCTAIAIHS.
Hactpoiika.

12.Aynut 6e30MacHOCTH ONEPALIIOHHON CUCTEMBI.

13.DyHKINT MEKCETEBBIX 3KpaHoB.OrpaHHYCHUE JOCTYIIa BHEITHUX
mojp3oBaresneil. Pasrpanndenue nocryma. ®unsrpanus Tpaduka.

/Cp/

10

1.16

OCHOBBI KpUNTOrpahUIECKUX METOIOB 3alUThl HHPOopMaLuu. CBOHCTBA
nupopmannonHoi 6ezonacHocty. CBoiicTBa HHGOPMaINOHHON G€30MaCHOCTH,
obecrieynBaeMble KPANTOTpahUueCKUMHI METOIaMH 3alUTH HH(popMaImy. Bumsr
atak. Cy>kObI 6€30IIaCHOCTH U MEXaHH3MBI JOCTIDKCHHUS TPeOyeMOro ypoBHS
samunieHHocTd. Kpunrorpaguueckue meroasl. [lndposanne. Koxuposanue.
Creranorpadus. Cxxarue. Matemartika kpunrorpadun. bunapHeie onepanyu.
Apndmernka nemnsix gyncen. MonynsHas apudmernka. MaTtpunsl. JinneiHoe
cpaBHeHue. Tpaguunonnsie mudpsl nepectanoBku. L psr nepectanoBku. OgHO

U ByX HampaBieHHEIC. [loTouHBIe 1 O6109HBIe TH(PEL. MexaHu3aus Mu(ppOBaHHS.

Tpamuumonusie mmdps! 3ameHs!. Lndpsr 3amenst. Hndpsr MHOTOAN(aBUTHOH
3ameHbl. YacToTHOCT CHMBOJIOB. Kpunroananus. Ataxa rpy0oit cumbl. HacToTHBII
aHanu3. ATaka 1o oopasiy. ATaka 3HaHHUsI HCXOIHOTO TekcTa. KoMmbroTepHOE
mm¢posanue. Komosas radbmuma ASCII. AnreOpanmdeckue CTPYKTYphI: TPYIIITHL,
KoJbIa, moiisi. [enepartop maponeit. /JIex/

12

1.17

Creranorpadudeckue MeToIsI CKpBITHSA HHbopManuu bunapHas apudmernka.
MonynbHas apudmetnka [IpuMeHeHre MeTo10B MM(POBaHUS TEPECTAHOBKON
[Mpumenenne meronos mudposanus 3ameHoi [IpuMenenne MeTo0B MHU(POBAHUSL
MHoOToaI(haBUTHON 3aMeHB! KpunToanamns MeTo1oB nepectaHoBkr Kpunroananms
MeToA0B 3aMeHbl KomnbrotepHoe mmgposanue /I1p/

14

Kpunroananus MeTo10B epecTaHoBKH KpunToaHaans METOIOB 3aMEHBI
KommerotepHoe mudpposanue /Cp/

10




1.19

CoBpemMenHbIe cTaHAapThl mu(poBanusa. CummerpuuHoe mmpposanue. Cetn
Qaiictens. Cranaapt mudposanus aanusix DES. Ctpykrypa DES. Ananus DES.
Mpmuorokparnoe npumeHenrne DES. bezonacHocts DES. VcopepiiieHcTBOBaHHBIN
cragaapt mumdposanus AES. Crpykrypa AES. Pacmupenne ximroueit 128/192/256.
Amnanus 6e3onacHoctd AES. Poccuiickue ctangapThl CHMMETPHYHOTO
mudposanus. Ctpykrypa [OCT 28147-89. Pexxumbr mudposanus TOCT 28147-
89. Anamus 6e3omacHocTr TOCT 28147-89. TOCT P 34.12-2015. IIpobiema
pacrpezneneHus KIodei ciMMeTpHYHOTO mudposanus. Anroput™ dubdu-
Xenmana. Yrpasnenue knodamu. Kerberos. Acummerpuunoe mudposaHue.
IIpocteie uncna u ypaBHeHus. Pasnoxenne Ha MEHOKHUTeNH. RSA. Teopema 00
ocratkax. Bo3Benenue B crenens u norapumsl. Kpunrorpadgudeckas cucrema b
-I'amans. KpunrocucteMsl Ha OCHOBE METO/1a DIUIMNTHYECKUX KpUuBBIX. DLIIT.
Poccuiickue cranmapthl acummerpuaHoro mudposanus. [OCT 34.10-94. TOCT P
34.10-2001. TOCT P 34.10 -2012. be3onacHOCTh aCUMMETPUYHBIX

anroput™MoB /JIex/

15

1.20

Anroput™ dudpdu-Xenmana. Opranuzanus anropuTMa nepeaadn CAMMETPUIHOTO
K092 ACUMMETPHYHOE MIN(POBaHUE. AJIITOPUTM Pa3lI0KEHUS MPOU3BEICHHS JIBYX
MIPOCTHIX dnceT Ha MHOKuTeH /I1p/

15

1.21

ANTOPUTM pa3I0oKeHUS MTPOU3BEICHIUS IBYX ITPOCTHIX Ynce] Ha MHOuTen /Cp/

1.22

Kpunrorpadmuaeckne MeTons 00ecriedeHUs 0e30IIaCHOCTH CETEBBIX TEXHOJIOTHIA.
HenoctHocTh coobmenus. CiyyaitHas moaens Oracle. YcraHoBieHue
MOJUTMHHOCTH coobmenus. Kpunrorpadhuueckue xam-pyakmaun. MD-5. SHA-1.
SHA-512. TOCT P 34.11-94. TOCT P 34.11 -2012 Ananu3 6€30acHOCTH X3III-
¢yHKIMI. ATaky Ha X3MI-QYHKIMHA. DIEKTPOHHAS II(pOoBast MOAMUCE. AITOPHTM
¢dhopmupoBanus noanucu. CoiictBa odbecnieunBaemblie DLI1. Cxembl nudpoBoii

noanmucH. Ataku Ha udpoyro nmoamuck. DI ¢ Bpemennoit metkoi. Crernast DLI1.

beccniopuras DUILITOCT P 34.10 -2012.

YcraHOBIEHHE TOJUIHHHOCTH 00BbekTa. I[IpocToit mapons. JluHaMU9IeCKUi Tapos.
3anpoc-otBet. PIN. [ToaTBepkieHue ¢ HyJeBbIM pa3rialieHueM. buomerpudeckue
Cpe/cTBa HACHTH(OUKAINHU. DIIeKTPOHHBIE KITIOYH U KapThl. TokeHbI. [1pobieMsr
pacrpeeneHus OTKPBITOTO KITF0Ua aCHMMETpHYHOTO mudpoBannsa. CepTuukars
OTKPBITOTO KiItoya. Y pocrosepsitomue ueHTprl. X.509. Uepapxus PKI.
OoecrieueHne 0€30MaCHOCTH CETH C TPUMEHEHHEM KPHIITOTPahUIeCKIX
IIPOTOKOJIOB Ha MPHUKIIQTHOM YPOBHE. DJEKTPOHHAs ModTa. ApXUTEKTypa e-mail.
PGP. S/MIME. O6ecnieuenne 6e300acHOCTH CETH C IPUMEHEHUEM
KpHUITOrpad)MuecKux MPOTOKOJIOB Ha TPAHCIIOPTHOM U CETEBOM YpoBHE. DopMartsl
coobmenns SSL. TLS. BezomacHocTs TparcmoptHOTO ypoBHS IPSec. Opranmzarus
VPN-ceru 3amura nHQOpMAIIH B CETAX, OPTaHU30BAHHBIX MO TEXHOJIOTUN
6ecripoBogHoro noctyna. [EEE 802.11. WEP. WPA. WPA-2. IEEE 802.16. 3amuTa
“HGOPMAIIH B CETIX COTOBOM CBsA3U. A3. A8.AS5/3. ATaku Ha aNTOPUTMBI.
[epcriekTHBEI pa3BUTHS OECIIPOBOAHON MOOWIIEHOI CBsI3U. KpHIITOBAMIOTEL.
Burkonn. briokueiin-cuctemsr Ethereum. [lepcriekTHBBI pa3BUTHS KpUNTOTpadUu.
KsanroBas kpunrorpadus. [Ipo6iemMbl orpaHHYEHUs] CKOPOCTH HIH(POBAHUSL.
[IpoOGeMBbI TEOpUM ACHMMETPUIHBIX aJlTOPHTMOB.

/JTex/

1.23

Pa3paboTka xam-pysaknmn Pa3paboTka cxemsl mpocToro mapons Paspadorka cxemsl
JnuHAmMuYeckoro mapoisi CepTudukaTel OTKphITOro Kitoya Hactpoiika u
aJIMAHUCTpHUpOBaHUe TokeHa Hactpoiika cepsucoB Pyroken-PinPad Hacrpoiika
cepBucoB Pyrokxen-OIIIT Hactpoiixa cepsucoB Pyroxen—Bluetooth Hactpoiixa
cepBucoB Pyroken—S Pa3pabotka anroputma PGP M3yuenne nmporokonos SSL,
TLS, IPSec Hactpoiika 6e30macHOCTH OSCIPOBOAHOM ceTH Tepeaadn HHPOPMAITUH
IEEE 802.11. WEP. WPA. WPA-2 /Tlp/
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1.24

1. V3ydenne HOBBIX TEXHOJOTHI XpaHEHHsS MH(POPMAIIUH.

2. CraTHcTHKA U aHAIH3 KPYINHBIX yTedeK MHGOPMAIHHU 3a TOf.

3. IMouck nHdpoOpManny 0 HOBBIX BHIAX aTak Ha MH()OPMAIMOHHYIO
CHCTEMY.

4. O030p COBpEeMEHHBIX MPOTPAMMHBIX M MPOTPaMMHO-aIapaTHBIX
CPEZCTB 3aIlUTHI.

5. CpaBHUTENbHBIN aHAITN3 COBPEMEHHBIX MPOTrPAaMMHBIX U TPOrPaMMHO-
ammapaTHBIX CPEICTB 3AIIUTHL.

6. Kpunrorpauaeckue MeTOIbI.

5. OHEHOYHBIE CPEJCTBA

5.1. Bonpochl AJ151 CAMOKOHTPOJIS M TEKYIIeil aTTecTaunu

1. Monens yrpo3 HCJI Ha npeanpustun




. IIposenenne knaccudpuxanun AC u CBT no tpedosanusim @CTIK Ha npennpustun

. [Ipoenenue knaccudpukaiuu [10 mo tpedosanumsiv PCTIK Ha npeanpusaTin

. IIpoBenenne knaccudpukamun MD o tpedboBarmsam GCTIK Ha npennpusTium

. Iloctpoernne moaenu HapymmTens no TpedoBannsm OCTIK Ha mpeanpusTiu

. [loctpoenue moaenu HapymuTens no TpedosanusiM @Ch Ha npeanpusTun

. Mogens yrpo3 6e3onacuoctr MIC nepcoHanbHBIX JaHHBIX Ha MPEAIPUATHN

. KommnexcHast Monens 3ammTsl HHGOpMAUK Ha IPEAIPUSITHH.

. OueHka 3 (peKTHBHOCTH CYIIECTBYIOLIUX MPOTPAMMHBIX U IPOTrPaMMHO-AMIMAapaTHBIX CPEJCTB 3aIUTHI
UH(OPMALUK C IPUMEHCHUEM CIEUAIN3UPOBAHHBIX HHCTPYMEHTOB M METOJI0B (MHAMBHIYaIbHOE 3a/IaHHE)
10. O630p ¥ aHANIN3 COBPEMEHHBIX ITPOTPAMMHO-ATIIAPATHBIX CPEICTB 3aIIUTHl HH(pOpMAaIin
(MHIUBHIyaIbHOE 33aHUE)

11. Boibop onTUManbHOrO CpeacTBa 3aIIUTHI HHYOPMAIMK UCXOI U3 MeToandeckux pekomenaanuii @CTOK
Y UMEIOLIMXCS UCXOAHBIX JaHHBIX (MHIMBUIYalIbHOE 3aJaHUE)

12. IlpuMeHeHHe IpOrpaMMHO-AIIIaPAaTHRIX CPEICTB 3alIUTH HH(GOPMAIUHU OT PAa3INYHBIX THIIOB YTPO3 HA
OpeanpusITud (MHANBUAYaJIbHOE 3aJaHHe)

13. TIpoGuiema 3amuTsl HHGOPMALMH B 00IaUHBIX XpaHUIHIax JaHHbx n [{O/lax

14. 3amuTa cpen BUpTyaIu3auu.

O 01N DNk~ W

5.2. TeMbl NHCbMEHHBIX Pa0OT (KOHTPOJbLHBIX H KYPCOBBIX PadoT, pedpepaToB)

ITpoGrems! obOecrieueHnst 0€30MACHOCTH ONEPATMOHHBIX CHCTEM.

2. TexHONIOTUY AyTEHTU(DHUKAIIHH.
3. Ayrentudukanus, aBTopu3anus 1 aAMUHUCTPUPOBAHUE JEHCTBUI MOIB30BATENS.
4. TTapomnu.
5. PIN-xonpI.
6. MeTo1pl HaJIe)KHOTO COCTaBJICHUSI MTApOJIEH.

7. TOKEHBI.

8. CMapT-KapThl.

9. BupryallbHbl€ KJIIOYH.

10. [IporpammHO-anmapaTHble MOJYJIM TOBEPEHHOM 3arpy3KH.

11. ATIM/I3 KpunTtoH —3aMOK CHCTEMHBIN aJMHHHCTPATOP.

12. U3yueHue HacTpoeK CUCTeMHOro aamMunuctpatopa AIIM/I3.

13. Cextop HXM/I.

14. O6nacTp namsTy.

15. daiin, mamka, KaTajor.

16. Pasrpanmuenne qocTyna K 0ObEKTaM ONEPAI[OHHON CUCTEMEL.

17. KommekcHas cucteMa OpraHu3aliy yIpaBieHUs T0CTYIIOM.

18. Uncramsauusa. Hactpoiika.

19. Aynut 6e30macHOCTH ONEPalHOHHON CHCTEMBI.

20. OyHKIMK MEXCeTeBBIX JKpaHOoB. OTpaHHUYEHHE JOCTYIAa BHEIIHUX I0JIb30BaTenell. PasrpanuueHue
nocryna. Gunbrpanus Tpaduka.

52
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21. Ananuz uadopmanuu. [laketHas ¢punbrpanus. [locpenaudeckue GyHKUnH. JJOMOTHATEIBHBIC
BO3MOXHOCTH MD.

22. IlonuTuka MexceTeBoro B3aumozeiicTeus. Cxemsbl noakitoueHuss MO. [lepconanbhble u
pacmpeneneHasie MO.

23. TpeboBanus noka3zarenei TecrupoBanus. Kitaccst MO. Tpe6oBanus @CTIK k MD.

24. KoHuemnuus NoCTPOSHUS BUPTYaIbHBIX 3aIIUIIICHHBIX CETEH;.

25. BupTyanbHble 3alIUIIECHHBIE CETU.

26. TyHHeIMpOBaHUE.

27. lHKancynsiust makeTos.

28. CTpyKTypa 3alUILEHHOIO NaKeTa.

29. BapuaHTHI IOCTPOSHHUS 3aLUIICHHBIX KAHAJIOB.

30. 3amuTa HAa KaHATBHOM YPOBHE.

31. IlpotokonslPPTP, L2F, L2TP.

32. IIpotokoms! GOpMHPOBAHHMS 3AMIUIIEHHBIX KAHAJIIOB HA CEAHCOBOM YPOBHE.

33. IIportokonst SSL, TLS, SOCKS.

34. 3amuTa Ha cCeTeBOM ypoBHE. ApxuTtektypa cpeacts 6ezomacnoctu [PSec, AH, ESP.

35. 3amuTa Ha IPUKIAJHOM YpPOBHE.

36. IIpotokonsr PAP, CHAP, S/Key, SSO, Kerberos.

38. OyHKIIMOHUPOBAHUE CHCTEMBI YIIPABIECHUS CPEACTBAMH 3aIIUTHI.

39. Aymut 6e3omacHOCTH HH)OPMAITIOHHOW CHCTEMBI.

5.3. OuneHouHbIe cpeacTBA A5 NIPOMEKYTOYHOM aTTeCTALIUU

Beenenue. Brinaua 3amanuit

2 AHanu3 nocTaBJICHHOM 3aJa4u

3 OnpeneneHue 3alUIIAeMbIX HHPOPMAMOHHBIX aKTHBOB. Kateropuposanue nHpOpMAIIU
4 OmnpenenexHue ys13BUMOCTEH U yrpo3

5 AHanm3 1 BEIOOP BO3MOXHBIX PELICHHH 110 3aIIHTe




6 AHaM3 MEXaHU3MOB 3aIUTEI

7 AHanu3 TpeOyeMbIX KOMIIOHEHTOB

8 IIpoexTrpoBaHNE MOJEIHU YTPO3

9 Hacrpoiika KOMIOHEHTOB 3aIlUThI

10 KondurypupoBaHue moab30BaTeIbCKUX 3a1a4

11 IIpoekTupoBaHKE SKCIEPHMEHTA [0 BHEAPEHUIO CUCTEMBI 3aLHTHI
12 HopmaTtuBHO-TIpaBOBOE 0OecTieueHre MPOeKTa

13 Pacuer nanexca ROSI

14 ToaroToBKa MOSICHUTENBHOH 3aMHCKU K KYPCOBOMY MPOEKTY

15 3amuTa KypcoBOro NpoeKTa

6. YHEBHO-METO/MYECKOE 1 THO®OPMAIIMOHHOE OBECIIEYEHHME JTUCIIUMIIJIMHBI (MOXY JIA)

6.1. Pexomennyemas suteparypa

6.2.1 IlepeyeHb MPOrpaMMHOIO o0ecTiedeHUsI

6.3.1.1 | Open Office

6.2.2 [epeyens MHGOPMAIMOHHBIX CIPABOYHBIX CHCTEM H pecypcoB cetn HTepHeT

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCIHUIIJIMHBI (MOAYJIS)

7.1 | CnennanbHbIe TOMEIIEHHS IPEICTABISAIOT CO00i yaeOHbIe ayIUTOPUH IS IPOBECHNUS 3aHATHH JICKIIMOHHOTO THIIA,

7.2 | 3aHATHIA CEMUHAPCKOTO THIIA, KypPCOBOTO IPOSKTHPOBAHUS (BBIIIOIHEHUS KYPCOBBIX padoT), TPYIIIOBBIX 1

7.3 UHIAUBUOYaJIbHBIX KOHCYHLTaHI/Iﬁ, TCKYLICTO KOHTPOJISA U HpOMe)I(yTO‘{HOﬁ aTTeCTallvuM, a TaKXKC IMIOMCIICHUA JJIA

7.4 | camocTosTeNBEHON pabOTHI M TIOMEIICHHS ISl XPaHSHHS B PO(UIAKTHIECKOT0 00CTy)KUBaHHS Y4eOHOTO 000pyJOBaHHSI.

7.5 CHeLII/IaJ'ILHLIe TIOMEUICHUSA YKOMIIJIEKTOBAHbI CHCHHaﬂHSHpOBaHHOﬁ MeOeIbI0 U TEXHUISCKUMHM CcpeacTtBaMu O6y‘{€HI/IH,

7.6 | cmy:KamyMu U peAcTaBieHus yueOHol nHopMaiu 60bII0i ayauTopuu. s mpoBeAeHUs 3aHITUH JEKIIHOHHOTO

7.7 | Tuna npexnararotcs HaOOPHI AEMOHCTPALMOHHOTO 000PYIOBaHHSA U YUeOHO-HATIAAHBIX TOCOOMH, 0OecTieunBaroNye

7.8 | TeMaTHYeCKHE MIUTIOCTPAITNH, COOTBETCTBYIOIIHE IIPUMEPHBIM IpOorpaMMaM JUCIHHUILIAH (Moayeit), pabounM yaeOHBIM

7.9 | nporpaMmamM AUCIUILTHH (Moayiei). [ToMemenus At caMOCTOATENFHON paboThl 00YIAFOIIUXCST OCHAIICHBI

7.10 KOMHLIOTepHOfI TEXHUKOM C BOBMOXKHOCTBIO MOJAKIOUEHHUS K CETH «I/IHTepHeT» u obecrieueHuemM A0CTYIIa B 3JICKTPOHHYIO

7.11 | urOpMAIIOHHO - 00pa30BaTEIbHYIO CPEAY

8. METOANYECKHUE YKA3AHUSA JJI1 OBYYAIOIIUXCSA IO OCBOEHUIO JUCHUIIJIMHBI (MOAY JIST)

OO0yuaromumcst He00X0IMMO TOMHHTD, YTO KA4eCTBO ITOJYYEHHOTO 00pa30BaHMs B HEMAJIOH CTETICHN 3aBUCHT OT aKTUBHON POJTH
camoro oOyuaroierocs B yae6HoM npouecce. OOyJaronuiicst J0JKeH ObITh HalleJIeH Ha MAaKCUMaJIbHOE YCBOSHHE TI0aBaeMOro
JIEKTOPOM MaTepHaja, oCie JIEKLUU U BO BpeMsl CIIELIUAIbHO OPraHU3yeMbIX HHANBUAYAJIbHBIX BCTPEY OH MOXKET 3a/1aTh JEKTOPY
WHTEPECYIONIHNE €T0 BOTPOCHI.

JIeK1IIMOHHBIE 3aHATHSI COCTABIISIIOT OCHOBY TEOPETUIECKOTO OOYUEHHUS M TOJDKHBI JaBaTh CUCTEMATH3UPOBaHHBIE OCHOBBI 3HAHUIM
10 AUCUUIUIMHE, PACKPBIBATh COCTOSHUE U MEPCIIEKTUBBI Pa3BUTHSI COOTBETCTBYIOLIEH 001acTH HAyKH, KOHIIEHTPUPOBAaTh BHUMAaHUE
-00y4aromuxcs Ha HauboJiee CI0XKHBIX M Y3JIOBBIX BOIIPOCAX, CTAMYJIHPOBATH HX aKTUBHYIO TI03HABATEIBHYIO ACATEILHOCTD U
Croco0CTBOBATh (YOPMHUPOBAHUIO TBOPUECKOTO MBIIILICHUSI.

I'maBHas 3a7aya JEKIIMOHHOTO Kypca - CPOPMUPOBATh y 00YYaAIOMIUXCS CUCTEMHOE MpeJICTaBIeHrne 00 U3ydyaeMoM MIpeaMere,
o0ecIeynTh YCBOCHHE OyAYIIMMHE CIICIUAIHCTaMH OCHOBOIIOJIATaloNIero y4eOHOTo MaTepraa, IIPHHIMIIOB ¥ 3aKOHOMEPHOCTEH
Pa3BUTHS COOTBETCTBYIONICH HAYYHO-TIPAKTHYECKON 00JIaCTH, a TAK)KE METOJI0B IPUMEHEHUS TTOTyICHHBIX 3HAHUH, YMEHUN 1
HaBBIKOB.

OcHoBHble GpyHKIMHK Jekiuit: 1. [To3HaBatensHO-00y4aroras; 2. PazsuBaromas; 3. OpreHTHPYIOIe-HAPaBstomas; 4.
AxtuBusupytonias; 5. BociutarensHast; 6. Opranusyromas; 7. nHpOopMauoHHasl.

BrImonHeHne MpakTUYIeCKUX 3aJJaHui CIYKUT BaXKHBIM CBS3YIOIIUM 3BEHOM MEX]y TEOPETUIECKAM OCBOCHUEM JAHHOM
JTUCLUUIUIMHBI ¥ IPUMEHEHHUEM €€ TIOJI0KEeHUH Ha npakThke. OHU CIOCOOCTBYIOT Pa3BUTHIO CAMOCTOSATENLHOCTH 00YJaIOIINXCS,
0oJiee aKTHBHOMY OCBOCHHIO Y4€OHOTO MaTepHaa, SBISIFOTCS BAXKHOM MPEIITOCHUIKON (GopMHUPOBaHHUS MPOEeCCHOHATEHBIX KaueCTB
OyIyIIHUX CIEIMAINCTOB.

IIpoBeneHne NPaKTUIECKUX 3aHATHH HE CBOAUTCS TOJIBKO K OPraHMUECKOMY JOTIOHEHHIO JEKIIMOHHBIX KypCOB M CAMOCTOSITEIBHOM
ctp. 16

paboThl o0yJaromuxcs. VX BMeCTe ¢ TeM CIeyeT pacCMaTpHUBaTh Kak BAYKHOE CPEIICTBO MPOBEPKU YCBOCHHUS 00YYAIOIIMMUCS TEX
WJIA MHBIX TIOJIOKEHUH, JaBaeMBbIX Ha JISKITUH, a TAK)KE PEKOMEHTyeMOH TS U3y9IeHUs INTePaTyphl; Kak popMa TeKyIero KOHTPOJIS
3a OTHOLIEHHEM 00yJarommxcs K yuebe, 3a ypoBHEM HUX 3HAHUH, a CJIeI0BATENbHO, M KaK OJWH U3 BaYKHBIX KaHAJIOB IS
CBOEBPEMEHHOI0 MOATATMBAHUS OTCTAIOIIUX 00yJaroIXCsl.

[Tpu OATOTOBKE BaXKHBI HE TOJIBKO Cephe3Hast TEOPETHUECKAsI TOITOTOBKA, HO M YMEHHE OPHEHTHPOBATHCS B PA3HOOOPA3HBIX
MPAaKTUIECKUX CUTYAIUSIX, €XKEeTHEBHO BOSHUKAIOUINX B €T0 ACATEIFHOCTH. DTOMY CIOCOOCTBYET popMa 0OydeHMsI B BUE
NPAKTHYCCKUX 3aHATHH. 3a]1a4y IPAKTUIECKUX 3aHATHI: 3aKpPEIUICHHUE U YIITyOJIeHUE 3HAHHH, MOJTYYCHHBIX Ha JICKIHAX U
MPUOOPETEHHBIX B MPOIECCE CAMOCTOSITEIBHOM PabOoThI ¢ ydeOHOM JInTepaTypoii, GopMUpOBaHUE Y 00yIAFONIUXCS YMEHUH 1




HaBBIKOB pabOTHI ¢ UCXOAHBIMH JAHHBIMHU, HAYYHOI IUTEpaTypoi U CIeHaIbHBIMU JOKYMEHTaMH. [IpakTiHueckoMy 3aHITHIO
JIOJKHO MPEALIECTBOBATh 03HAKOMIIEHHUE C JIEKIIMEH Ha COOTBETCTBYIOILYIO TEMY U IUTEPATYpO, yKa3aHHON B MJIaHE ITUX 3aHATHH.
ITpu mpoBeeHNN y4eOHBIX 3aHATHI 00eCIICUNBAIOTCS PA3BUTHE Y O0YUAIONINXCsl HABBIKOB KOMAaHAHOH paboTHI, MEKINIHOCTHON
KOMMYHHKAITUHY, IPUHATHS PELICHHH, THASPCKUX KadecTB (BKIII0YAs IPH HEOOXOJIMMOCTH IPOBEACHIE HHTEPAKTUBHBIX JIECKIUH,
TPYMIOBBIX JUCKYCCHH, POJNIEBBIX UTP, TPEHHUHIOB, aHATIHU3 CUTYalllil 1 IMHTAllMOHHBIX MOJENell, IpenojaBaHue AUCIUILINH
(Monyseit) B hopMe KypcoOB, COCTABICHHBIX Ha OCHOBE PE3yJIbTaTOB HAYYHBIX UCCIIEIOBAHNUH, TPOBOIMMBIX OpraHU3alNUEH, B TOM
YHCIIe C yIeTOM PErHOHAIBHBIX 0COOEHHOCTEH IpodecCnOoHATFHON AeATeTbHOCTH BHITYCKHHKOB M OTpeOHOCTEH paboTonaTeneit).
CamocrosarenbHast paboTa MOXKET OBITh YCHEITHOM MPH ONpeeTIeHHBIX YCIOBHUIX, KOTOPbIe HEOOX0IUMO OpraHu3oBats. Ee
NpaBHIbHAS OpraHU3aLysl, BKIIOYAIOIIas TEXHONOTUH 0TOOpa Lelel, coaep kaHKsl, KOHCTPYHPOBAHHUS 3aJaHUi U OpraHU3aLUIo0
KOHTPOJISI, CHCTEMaTHIHOCTb CAMOCTOSITENIBHBIX yIeOHBIX 3aHATHH, Ie1ecO00pa3HOe IIIaHMPOBAHHE pad0UeT0 BPEMEHH MO3BONISET
HPUBHUTH CTYJICHTAM YMEHHS U HaBBIKU B OBJIAJICHUH, H3YICHUH, YCBOCHHH U CHCTEMAaTH3aI1 IPHOOPETaeMbIX 3HAHUH B IIPOIIecCe
00yueHHUs1, IPUBUTH HABBIKU MOBBIIIEHUS IPO(PECCUOHANBHOTO YPOBHA B TeUEHHE BCeil Tpyn0BOil NedTeIbHOCTH.

J171st KOHTPOJIS 3HAHUH CTYJEHTOB 110 JaHHOW JUCLUILTMHE HEOOXOANMO MPOBOJNTH OIIEPATUBHBIN, PyOSKHBIH M HTOTOBBII
KOHTPOJIb.

OmnepaTHBHBIN KOHTPOIb OCYIIECTBISIETCS IyTeM IPOBEACHHS OIIPOCOB CTYJCHTOB HA CEMHHAPCKUX 3aHATUAX, IPOBEPKU
BBIMOJTHEHMs TIPAKTUYECKHX 3aJ]aHUM, a TAKXKE yueTa BOBICUEHHOCTH (AKTUBHOCTH) CTY/IEHTOB IIPH 00CYKI€HUU MUHH-I0KIAI0B,
OpraHU3al1M POJIEBBIX UIP U T.II.

KonTpoms 3a camocTosTeIbHOM PaboTOH CTYAGHTOB MO KYPCY OCYIIECTBIIICTCS B IBYX (hopMax: TeKyIHit KOHTPOJIb M HTOTOBBIH.
PyGesxHbIif KOHTPOIIb (aTTecTalus) MOApa3yMeBaeT MPOBeIeHHE TECTUPOBAHNUS 110 MPOHACHHBIM pasjenaM Kypca. B TectupoBanue
MOTYT OBITh BKJIFOUCHBI TEMBI, IIPEUIOKEHHBIE CTyACHTaM JUIsl CAMOCTOSITEIIbHOIN MOATOTOBKH, a TAK)XKE NMIPAKTUUCCKUE 3a/IaHuUs




