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3akperieHa 3a kadenpoit HuxnoBas komuccus no nHGopMaTHKe U UH(POPMALIMOHHOH 0€301aCHOCTH
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Paboyast mporpaMMa TUCIUILTHHBL
Kpunrtorpapuueckas 3amura uHpopmanuu

paspaborana B coorBeTcTBHU ¢ PI'OC:

dezepallbHbIN TOCYIAPCTBEHHBIH 00pa3soBaTelbHbIN CTaHAAPT CPEAHETO NPO(ECCHOHAIBHOTO 00PA30BaHMs M0 CHICLUATBHOCTH
10.02.04 OBECIIEYEHUE NTH®OPMAILIMOHHOU BE30OITACHOCTU TEJJEKOMMYHUKAITUOHHBIX CUCTEM (mpuka3
Muno6pHayku Poccun ot 09.12.2016 . Ne 1551)

COCTaBJIeHa HA OCHOBAHUH y4EOHOT0 IIaHa:
10.02.04 OBECIIEYUEHUE UHO®OPMAIIMOHHOM BE3OITACHOCTHU TEJEKOMMYHUKAILIMOHHBIX CUCTEM
yTIBepxkAeHHOro Ha 3aceganuu Ileqarorndeckoro Cosera UY I10 "CTK" 26.02.2021 npoTtokon Ne 3.



1. HEJIX OCBOEHUSA JUCLUAITJIMHBI

1.1 | B pe3ynbrare u3ydeHus npohecCHOHATBLHOTO MOAYJIISL CTYICHT JOJKEH OCBOUTH OCHOBHOM BHI IESATENFHOCTH «3aIInuTa
rHpOpMaLuU B HH(POPMALMOHHO-TEIEKOMMYHHUKALIMOHHBIX CUCTEMaX
1.2 | 1 ceTsIX ¢ UCHOIB30BaHUEM IPOTPAMMHBIX M IPOrPaMMHO-AIIIAPATHEIX, B TOM YHCIIE KPUNTOIpapUIECKUX CPEICTB
3aLIUTHD» U COOTBETCTBYIOLINE €My OOIMEe KOMIETEHIIUH U
1.3 | npodeccronanbHbIe KOMIETEHIIUH:
1.4 | [J ycTaHOBKE, HACTPOIKE, UCIIBITAHUIX U KOH(GHUTYPHPOBAHUHU IIPOTPAMMHBIX U IPOTPaMMHO-ANINAPaTHBIX B TOM YHUCIIE
KpHUITOrpadu4ecKux CpeAcTB 3auuThl HHpopMalmu B obopynoanuu UTKC;
1.5 | 0 mognepxanuu 6ecriepe®oitHoi paboThl MPOrpaMMHBIX U MIPOTPAMMHOAMNIIAPATHBIX B TOM YHCIIE KPUITOTPahUIECKUX
cpencts 3anmtel nHPopmaruu B UTKC;
1.6 | (1 3amuTe uapopmauuu or HCI u cnenunansubix Bo3aeicTeuil B UTKC ¢ ncnonbp3oBaHHeM NPOrpaMMHBIX U IPOIPaMMHO
-almapaTHRIX B TOM YHCJIEe KPUNTOTPpadhHIeCKUX CPEICTB 3aIIUTHI B COOTBETCTBHH C TIPEIBABISIEMBIME TPEOOBaHUAMH.
1.7 | [J BBIABIIATH U OLIEHUBATH YTrpo3sl Oe3onacHocTr nHbopmarmu B U'TKC;
1.8 | (] HacTpauBaTh U MPUMEHSTH CPEICTBA 3AILUTHI HH(POPMALIMU B OTIEPALIMOHHBIX CUCTEMaX, B TOM YHCJIE CPEICTBA
AQHTHUBUPYCHOH 3allUThI;
1.9 | ) mpoBOIUTH YCTAHOBKY M HACTPOWKY IPOrPaMMHBIX M IIPOrPaMMHOAITIAPATHBIX, B TOM YHCIIC KPUNTOrpahuIecKux
CPEACTB 3aIIUTH HHOPMAIINH;
1.10 | [J mpoBOANTH KOH(HUTYPHUPOBAHHE IPOTPAMMHBIX U IPOTPAMMHOAIIIAPATHBIX, B TOM YUCIIE KPHIITOTPaQUUSCKHX CPEICTB
3aMUTH HHPOPMaNnHy;
1.11 | [J mpoBOANTH KOHTPOJb TOKa3aTeseil 1 rmporecca GyHKIHOHHPOBAHHUS TPOTPaMMHBIX U IIPOTPAMMHO-ATIAPATHBIX, B TOM
YHCIIe KPUNTOrPaUIECKUX CPEICTB 3aIIUTHl HH()OPMAIIIH;
1.12 | [J mpoBOIUTH BOCCTAHOBJIEHHE TIpoIecca 1 MapaMeTpoB (YHKINOHMPOBAHMS IPOTPAMMHBIX U IIPOTPAMMHO-ATIIIAPATHBIX,
B TOM YHCJIE KPUNITOrpapUIECKUX CPEACTB 3aLIUTHl HH)OPMAIIHH;
1.13 | [] mpoBOANTH TEXHUUECKOE OOCITY’)KUBAHUE U PEMOHT IIPOTPAMMHBIX U ITPOTPAMMHO-AIIIapaTHBIX, B TOM YHCIIE
KpUNTOrpauIeckux CpeCcTB 3alIUThl HHPOPMALUU
1.14 | [J Bo3moskHBIE yrpo3sl 6e3omacHocTH HHpopmaruu B UTKC;
1.15 | [J ciocoOsI 3amuThl HHGOpMAIMH OT HECAaHKIIMOHHpOBaHHOTO goctyna(nanee — HCJI) u crienuanbHbIX BO3ICHCTBUI Ha
HeE;
1.16 | [] TumoBsle IporpaMMHEIE U TPOTPaMMHO-ANIIAPaTHBIC CPEACTBA 3AIUTH HH)OPMAIHH B HHPOPMAIMOHHO-
TEJIEKOMMYHHUKAIIMOHHBIX CUCTEMAaxX U CeTSIX;
1.17 | [J xpunrorpadudeckue cpecTBa 3auThl HHPOpManul KOHGUASHINATFHOTO XapaKkTepa, KOTOphIe IIPUMEHSIOTCS B
HH(POPMAMOHHOTEIEKOMMYHUKAIIMOHHBIX CUCTEMAaX U CETSIX;
1.18 | [J mopspok TecTupoBaHusl PyHKLIMI IPOrpaMMHBIX M TPOrpaMMHOAIIAPATHBIX, B TOM YUCIIE KpUITOTpaguyecKux
CPEACTB 3alIUTH HH(POPMAIINY;
1.19 | [J opranu3zanuio U cojiep>kaHue TEXHUUECKOro 00CIyKMUBaHUS U PEMOHTA NIPOrpaMMHO-aIIapaTHBIX, B TOM YHUCIIE
KpHUITOrpadUIecKuX CPEACTB 3alIUTH HH(POPMAIIHH;
1.20 | [J mopsA0K M IpaBuiIa BEAECHUS SKCIUTyaTallMOHHOM JOKYMEHTAIMK Ha IPOrpaMMHBIE U IPOrpaMMHO-aIlIapaTHbIE, B TOM
YHCIe KPUNTOTpaQUIECKUX CPEICTB 3aIIUTH HH(OopMAaIn
2. MECTO JUCHUIIVIMHBI B CTPYKTYPE OOII
ukn (paznen) OOIT: | MJIK.02
2.1 | TpeGoBaHusi K MpeIBAPUTEIbHOIT TOATOTOBKE 00y4aIOIIErocs:
2.1.1 | Opranu3zaiioHHOE U PaBOBOE obeceueHne HHPOPMAITMOHHON 0€30TacHOCTH
2.1.2 | TenekOMMYHUKAIIIOHHBIE CUCTEMBI U CETH
2.1.3 | YueOHas npakTuka
2.1.4 | DnekTpoHHUKA U CXEMOTEXHUKA
2.1.5( 14601 "MoHTa)XHUK 000pyJOBaHHS CBA3H"
2.1.6 | BeimomHeHHE paboT MO OTHOW MITH HECKOJIBKUAM MPOodeccusiM padodrx, NODKHOCTSAM CIYKaIHMX ()1 CIIeUaTbHOCTEeH
CIIO)
2.1.7 | UmxeHepHast 1 KOMITBIOTEpHAs TpaduKa
2.1.8 | KBanupukanmoHHbIH dK3aMeH
2.1.9 | OCHOBBI aNTOPUTMHU3ALINUY U TIPOTPAMMHUPOBAHUS
2.1.10 | IIpou3BoaCTBEHHAS TPAKTHKA
2.1.11 | Yuebnas npakTuka
2.1.12 | ®uzuka
2.1.13 | DxoHOMUKA U YIIpaBJICHHE




2.1.14

DIeKTPOTEeXHUKA

2.1.15

Be3omacHOCTE )XU3HEIEATEIHLHOCTH

2.1.16

Wudopmarnka

2.1.17

Uctopus

2.1.18

Maremaruka

2.1.19

OcHOBBI HHPOPMALMOHHON 06€30IacHOCTH

2.1.20

OkcIuryaTanust ”HPOPMaIUOHHO-TEICKOMMYHHUKAI[HOHHBIX CHCTEM H ceTeil

2.1.21

Brmonaenne paboT Mo 01HOH HIIH HECKOIBKUM NMPOodeccHsIM pabodnx, JOIHKHOCTSIM CITyXKaIKX (JUIs CIIeIHaIbHOCTEH
CIIO)

2.1.22

OkcIuryaTanust ”HPOPMAINOHHO-TEICKOMMYHHUKAI[HOHHBIX CHCTEM H CeTeil

2.1.23

BrmonaeHwe paboT M0 0HOH WIIH HECKOIBKHUM NMPOodeccHsIM pabounx, JOIHKHOCTSIM CITyXKaIUX (JUIs CIIeIHaIbHOCTEH
CIIO)

2.2

I[I/ICIII/IH.]'[PIHLI U MPAKTUKH, JJIF KOTOPBLIX OCBOCHHUE JAHHOM JUCUMILIMHBI (MOIlyJ'lﬂ) HeOﬁXOIll/lMO Kak
npeamecTrByriiee:

3. KOMIIETEHIIMA OBYYAIOIIEI'OCS, ®OPMUPYEMBIE B PE3YJIbTATE OCBOEHU TUCHUIIJINHBI

(MOZY.JISA)

K 2.3.: OcymecTBJIATH 3a1IUTY HH()OPMALH OT HECAHKIIMOHMPOBAHHBIX e CTBUH M ClelIHAJIbHBIX BO3elCTBHI B
HHGOPMALIMOHHO-TETeKOMMYHUKAIMOHHBIX CHCTEMAX M CETSIX ¢ UCNO0JIb30BaHNEM NPOrPAMMHBIX M IPOrpaMMHO-

anmapaTHbIX, B TOM YHCJIe KPANTOIPa@HIeCKNX CPEACTB B COOTBETCTBUU C MPeIbIBIEMbIMU TPeOOBAHUIMH.

3HaTh:
1 Be16MpaTh criocoOs! penieHus 3a1a4 IpohecCHOHaIbHOM AESTEIbHOCTH, TPUMEHHUTENBHO K PAa3INYHbIM
KOHTEKCTaM.
2 OcCyIIeCTBISATh MOUCK, aHAIN3 ¥ HHTEPIIPETAINIO HH(OpMAaINK, HeOOXO MO JUTS BEIIOHEHHUS 33124
poecCHOHANBHOM NeITeTFHOCTH.
3 [InanupoBaTh U peaTn30BEIBATH COOCTBEHHOE MPOGECCHOHATBHOE H INYHOCTHOE PAa3BUTHE.
Ymersn:
1 PaboTtaTh B KOJJIEKTHBE U KOMaHE, 3()(EeKTHBHO B3aNMOJICHCTBOBATE € KOJUIETaMH, PYKOBOJICTBOM, KIIMEHTAMU
2 Hcnons30BaTh HHGOPMAIIMOHHBIE TEXHOJIOTHH B IPO(ECCHOHATIBHON IESTEIBHOCTH.
3 [Nonp30BaThcs mMpodeccHoHANBHOI JOKyMEHTaIHell Ha TOCYAapCTBEHHOM W HHOCTPAHHOM SI3BIKE
Baapgers:
1 O orpeeeHuss HeOOXOMUMBIX CPEACTB KPHNTOrpaduIecKoi 3amuTsl HHPOpMaNn;
2 O UCIIONB30BaHUS TIPOrPaMMHO-AIINAapaTHBIX KPUITOrPahUUECKUX CPENICTB 3aIIUTHl HH(OPMAIIHH;
3 YCTaHOBKH, HACTPOUKH CIIELINATM3UPOBAHHOTO 000PYIOBAHHS KPHIITOrpahUuecKOH 3aluThl HHYOPMALUH;

IIK 2.2.: Ilognep:xuBath OecnepedoiiHyi0 paGoTy NPOrpaMMHBIX M IPOrPAMMHO-ANNIAPATHBIX, B TOM YHCJIe

annTorpaqmqecmlx CpeacTB 3allIUTHI l/lH(l)OpMalIl/lPI B l/lH(l)OpMallHOHHO-Te.]'leKOMMyHI/IKaIIl/IOHHI)IX CHUCTEMAX U CeTHX.

3HaTh:
1 O THITOBBIE KPUITOTpaUUECKHUE aITOPUTMEL, IIPIMEHIEMBIE B 3alUIIEHHBIX TEJIEKOMMYHHUKAITHOHHBIX
CHCTEMAX;
O OCHOBHBIE MTPOTOKOJIBI UACHTH(PUKALMY U ayTCHTU(PHUKAIMU B TEIEKOMMYHHKAIIMOHHBIX CHCTEMaX;
3 O COCTaB M BO3MOXXHOCTH THIIOBBIX KOH(UTYypaIMil IPOrpaMMHO-ANMapaTHBIX CPEICTB 3aIUTHI
uHpopmanuu
Ymers:
1 0 0COOEHHOCTH MPUMEHEHUS MPOrpaMMHO-aIIapaTHBIX CPEICTB obecneueHuss HHPOPMAMOHHON
0€30I1acCHOCTH B TEJICKOMMYHUKAIIMOHHBIX CHCTEMaX
O OCHOBHBIE CIIOCOOBI TIPOTHBOICHCTBHA
O HECaHKIIMOHUPOBAHHOMY IOCTYITy K HH(OPMAIIMOHHBIM pecypcaM HHPpOpMannOHHO-
TEJICKOMMYHHKAI[HOHHON CHCTEMBI;
Baanernb:
1 O MOJTBb30BATHCSI TEPMUHOIOTHEH COBPEMEHHOM KpUITOrpaduHy, UCIIOIH30BaTh THIIOBEIE
KpunTorpadu4eckue cpencTsa 3amuThl HHGOPMAHU
2 0 NPUMEHEHHUS MTPOrPaMMHO-AIIAPATHBIX CPENCTB 0OecHeYeHUs NH(POPMAaMOHHOH 0e30MacHOCTH
TEJICKOMMYHHKAI[IOHHBIX CHCTEM;
3 O mmppoBaHus HHOOPMAITHH.




IIK 2.1.: Ilpou3BoaUTE YCTAHOBKY, HACTPOMKY, HCIILITAHUS U KOHQUI'YPHPOBAaHHE IPOrPAMMHBIX M IIPOrPaMMHO-
anmnapaTHbIX, B TOM 4YHcje KPUNTOrpaguuecKHX CPeACTB 3alUThl HHPOPMAIMH OT HeCAHKIHOHMPOBAHHOIO 0CTYNA U

crenuaIbHbIX BO3/1eiicTBUI B 000pyA0BaHHEe HH()POPMAIIMOHHO-TEJIEKOMMYHUKAIMOHHBIX CHCTEM M CeTeii.

3HaThb:
1 O THUIIOBBIE KPUNTOTpadUuecKue aNrOPUTMBL, IPUMEHSEMBIE B 3alIUIIEHHBIX TEIeKOMMYHHKAIIHOHHBIX
CHCTEMAX;
O OCHOBHBIC IIPOTOKOJIBI HACHTU(QUKALUY U ayTeHTU(UKAIINN B TEJICKOMMYHHUKAILIMOHHBIX CHCTEMaX;
3 O COCTaB ¥ BO3MOXXHOCTH THHOBBIX KOHQUI'YpallUi IIpOrpaMMHO-alNapaTHBIX CPEACTB 3al[UThI
nHpOpManuy;
Ymern:
1 O BBIBIIATH W OIIEHUBATH YTPO3BI OE30IIACHOCTH MH(GOPMAIMU U BO3MOXKHBIE TEXHHUECKHE KaHAJBI ee
yTEUKH Ha KOHKPETHBIX 00BEKTaX;
O OIpeeNATh palliOHaIbHBIE METOABI U CPEACTBA 3aIUTHl HA OOBEKTAaX U OLEHUBATh UX 3(G(PEKTUBHOCTH
3 O MPOU3BOJUTH YCTAaHOBKY M HACTPOWKY THIIOBBIX IIPOrPaMMHO-AMMAapaTHBIX CPEJICTB 3aIUTHI
nHbOpMaInu;
Baagers:
1 O olIpeieNIeHs] HEOOXOIMMBIX CPEACTB KPUNTOTPapUIECKOH 3alUThl HHPOPMALIHH;
2 O UCIIONB30BaHUS IPOrPaMMHO-AINapaTHBIX KPUITOrPahUUECKUX CPEJICTB 3aIIUThl HH)OPMALNH;
3 O YCTaHOBKH, HACTPONKH CIELHAIU3UPOBAHHOTO 000PYI0BaHHUS KPUITOrpahHUeCcKOH 3alUThl
nHpOpManny;
OK 10.: ITonb30BaThCst NPOQECCHOHATBHOM JOKYMEHTAMEH HA FOCYAaPCTBEHHOM U HHOCTPAHHOM SI3bIKAX.
3HaTh:
O OCHOBHBIC MOHATHS KPUNTOrpaduy ¥ TUIOBBIE KPUNTOTpapUIEeCKHe METOABI 3alUThl HH(POPMALIHH;
2 O HECaHKIIMOHUPOBAHHOMY JOCTYINy K MH(GOPMAIMOHHBIM pecypcaM HH(POPMaLUOHHO-
TEJICKOMMYHHKAI[HOHHON CHCTEMBI
3 O OCHOBHBIE CIIOCOOBI TIPOTHBOICHCTBHSA
Ymern:
1 O MPOW3BOIUTH YCTaHOBKY M HACTPOWKY THITOBEIX ITPOTPaMMHO-AIMIAPATHBIX CPEICTB 3aIUTHI
nHpOpManny;
O OIIpEeeNsATh PallHOHATIBHBIE METOABI M CPEACTBA 3AIUTHI HA OOBEKTaX M OLECHHUBATH UX 3((PEKTUBHOCTH
3 O MOJTb30BATHCSI TEPMUHOIOTHEH COBPEMEHHOM KpUITOrpadyy, UCIIOIL30BaTh THIIOBEIE
KpHUnTorpaduieckue cpecTna 3aluThl HHHOPMaIUU
Baagern:
1 0 omnpeneneHus] He0OOXOAUMBIX CPEICTB KPUNTOrpadhuueckoi 3almThl HHPOPMAIIH;
2 O UCTIONB30BaHUS NIPOTPAMMHO-AMNNAPATHRIX KPUITOTPahUUECKUX CPEACTB 3aIUTHl HH()OPMAIIH;
3 O HNPUMEHEHHUS MIPOTrPaMMHO-AMIAapaTHBIX CPEICTB obecneueHus: NHPOpMaMOHHON 6e30MacHOCTH
TENEKOMMYHHKAI[HOHHBIX CHCTEM
OK 09.: Ucnoib30BaTh MH(POPMALMOHHBIE TEXHOJIOTHH B IPO(ecCHOHAILHOM e TeJbHOCTH.
3HaThb:
1 O THUIIOBBIE KPUNTOTpadHUuecKue aNrOPUTMBL, IPUMEHSEMBIE B 3alIUIIEHHBIX TEIeKOMMYHHKAIIHOHHBIX
CHCTEMAX;
O OCHOBHBIC IIPOTOKOJIBI HACHTU(QUKAIUY U ayTeHTH(HUKAIINN B TEJICKOMMYHHUKAIIMOHHBIX CHCTEMaX;
3 O COCTaB ¥ BO3MOXXHOCTH THHOBBIX KOHQHUI'YpallUi IIpOrpaMMHO-alNapaTHBIX CPEACTB 3alUThI
nHpOpManuy;
Ymern:
1 O MPOM3BOIUTE YCTAaHOBKY M HACTPOWKY THITOBBEIX IIPOTPAaMMHO-AIIAPaTHBIX CPENCTB 3aIlUTHI
nHpOpMaNUy;
2 O MOJIb30BAThCSI TEPMUHOJIOTHENH COBPEMEHHOM KpunTorpaduu, UCIOIb30BaTh TUIIOBEIE
Kpunrorpaduueckue cpeicTBa 3aluThl HHYOPMAaLUH;
3 O BBISBILITH U OLICHUBATH YIPO3bl OE30MaCHOCTH MH(GOPMAUK M BO3MOKHBIE TEXHUUCCKUE KaHAIIBI e¢
YTEUKH Ha KOHKPETHBIX 00BEKTaxX
Buagers:
1 O oIpeeIeHNsT HeOOXOMUMBIX CPEACTB KPHNTOrpa(uIecKoil 3amuTsl HHPOpMaNn;
2 O HCTIONIB30BaHMS TIPOTPAMMHO-AIINAPATHEIX KPHITOTPahUUECKUX CPEICTB 3AIMUTHl HH()OPMAITIH;
3 YCTaHOBKH, HACTPOHKH CHEIHATIH3UPOBAHHOTO 000PYIOBaHHUS KPUIITOrpadUdecKoi 3aImThl HHOPMAIHH;

OK 04.: Pa6oTaTh B KOJUICKTHBE H KOMaH/e, 3p(PeKTUBHO B3aUMO/ICIICTBOBATH ¢ KOJLIETaMHU, PYKOBOACTBOM, KI1HECHTAMH.




3HaTh:

1 O THUIIOBBIE KPUITOTpahUUECKUEe aNTOPUTMBL, IIPUMEHIEMBIE B 3alUIICHHBIX TEJICKOMMYHHKAITHOHHBIX
cucreMax
2 0 OCHOBHBIC MPOTOKOJIBI HICHTH()UKAIIMK U ayTCHTU(DHUKALMH B TCIICKOMMYHHUKAIIHOHHBIX CHCTEMAX;
3 0 COCTaB M BO3MOYKHOCTH THITOBBIX KOH(PHIYpaIMil IPOrpaMMHO-ANIAPaTHBIX CPEICTB 3AIUTHI
nHpOpMaUu
Ymers:
1 O BBIBJIATH W OIICGHUBATH YTPO3BI 0€30IACHOCTH MH(OPMAINU U BO3MOXKHBIE TEXHHUYECKHE KaHAJBI ee
YTEUKH Ha KOHKPETHBIX 00BEKTaxX
O OIIpeeNsATh pallHOHATIBHBIE METOABI U CPEACTBA 3AIUTHI HA OOBEKTAaX U OLEHUBATH UX 3((HEKTUBHOCTS;
3 O MOJTb30BATHCSI TEPMUHOIOTHEH COBPEMEHHOM KpUITOrpaduy, UCIIOIL30BaTh THIIOBEIE
KpHnTorpadu4eckue CpeIcTBa 3auThl HHOOPMAIHH;
Baapers:
1 0 NPUMEHEHHUS TPOrpaMMHO-AIIAPATHBIX CPEICTB 00eCHeUCHUS HH(POPMALMOHHON 0€30MacHOCTH
TEJIEKOMMYHHUKALIMOHHBIX CUCTEM;
2 O mrppoBaHu HHOPMAIIN
3 O YCTaHOBKH, HACTPOHKH CIEIHATH3NPOBAHHOTO 000PYIOBaHHS KPUITOTPABHUECKON 3aIIUTHI
nHpOpManUN
OK 03.: [llianupoBaTh U peaju30BbIBATH COOCTBEHHOE NMPO(ecCHOHATBLHOE H JIHYHOCTHOE Pa3BUTHE.
3HaTh:
BO3MOJKHBIE yTpo36l Oe3onacHocTr nHpopmarmu B UTKC;
2 CHOCOOBI 3aIUTH HH()OpMAIMK OT HecaHKITMOHUpoBaHHOTO AocTyna (manee — HCJI) u cienManbHBIX BO3CHCTBUI
Ha Heé
3 THUIIOBBIE POTpaMMHBIE U IIPOTPAMMHO-ANINAPATHBIE CPECTBA 3AMUTH HH(POPMAIUK B MH()OPMAIIOHHO-
TEJIEKOMMYHHKAIIMOHHBIX CUCTEMAaX U CETSX;
Ymern:
1 BBISBIIATH M OLIEHUBATh yrpo3bl 6e3omacHocTr HHopMaru B UTKC
2 MIPOBOAUTH KOH(OUTYPHPOBAHUE ITPOTPAMMHBIX U MIPOTPAMMHOAIIIAPATHBIX, B TOM YHCIIC KPUITOrPAPUISCKUX
CPEJICTB 3aIIUTHI HHpOPMALUH
3 IIPOBOANTH KOHTPOJIb ITOKa3aTeIel 1 mporecca QyHKIHOHUPOBAHUS IPOTPAMMHBIX U IIPOTPaMMHO-AMIIapaTHEIX, B
TOM YHCIIe KPHOTOTPahUUECKUX CPEACTB 3aMIUTH HHPOPMAIUU
Buagers:
1 O oIpeereHNst HeOOXOMUMBIX CPEACTB KPHNTOrpa(uaecKoi 3amuTsl HHPOpMan;
2 O HCTIONIB30BaHMS NIPOTPAMMHO-ANIAPATHEIX KPUITOTPAhUUECKUX CPEICTB 3AIMUTH HH()OPMAITIH;
3 YCTaHOBKH, HACTPOHKH CHEIHAIM3UPOBAHHOTO 000PYIOBaHHUS KPHIITOTpa(hUIeCcKOi 3anTh HH(POPMaHH

OK 02.: OcyumiecTBJIATh NOUCK, AHAJIN3 U HHTepHpeTanuio nHGopManuu, Heo0X0AMMOIi 1711 BbINOJIHEHHUS 32124

HpO(l)eCCI/IOHaJILHOﬁ JEeATECJIbHOCTH.

3HaTh:
O OCHOBHBIE MOHATHUS KPUNTOTPa(GUU ¥ THUIOBBIE KPUNITOrpadUUeCKrue METOABI 3alUThl HHPOPMALINY;
2 O HECAHKIIMOHUPOBAHHOMY JIOCTYIY K MH(OPMAIMOHHBIM pecypcaM MH(POPMAIOHHO-
TENICKOMMYHHKAI[HOHHOW CUCTEMBI;
3 O OCHOBHBIE CITOCOOBI TIPOTHBOICHCTBHUS
YMmers:
1 O NPOU3BOIUTH YCTAaHOBKY M HACTPOWKY THIIOBBIX IIPOrPaMMHO-AMIAPATHBIX CPEICTB 3AIUTHI
2 0O OTIpeNeNATh pallMOHaIbHBIE METOIBI U CPEACTBA 3aIUTH Ha 00BEKTaX U OLIEHUBATh UX 3PPEKTUBHOCTE;
3 O MOJIb30BATHCS] TEPMUHOJIOTHEH COBPEMEHHON KpUNTOrpaduu, UCIONb30BaTh TUIIOBBIC
Kpunrorpaduyeckre CpeacTBa 3auThl HHGOpMAIHN
Baanernb:
1 0 ndpoBaHus HHGOPMALIUH.
2 O MPUMEHEHHUS TIPOrPaMMHO-AIAPATHBIX CPEACTB obecreueHus] HHPOPMAIMOHHONW 0€30MacHOCTH
TEJIEKOMMYHHUKAIIMOHHBIX CUCTEM;
3 O YCTaHOBKH, HACTPOHKH CIEIHAIH3UPOBAHHOTO 000PYAOBaHHS KPUNTOTpahUIeCKON 3alIUThI
nHpOpMaAnUI

OK 01.: BoionpaTh crioco0bl pemeHust 3a1a4 NpogecCHOHAIbHOM eATeIbHOCTH, MPUMEHUTETBHO K Pa3THIHbIM

KOHTEKCTaM.

3HaTh:




O 0COOCHHOCTH MPHMEHEHHs IPOrpaMMHO-AIIAPATHRIX CPEACTB obecredeHns HH(POPMAIIMOHHON
0€30M1acHOCTH B TEJIEKOMMYHHKAIIMOHHBIX CHCTEMaX;

0 OCHOBHBIE CIIOCOOBI NPOTHBOAEHCTBHS
3 0 HECaHKIJMOHHUPOBAHHOMY JOCTYITy K HH(OPMAIMOHHBIM pecypcaM HH(OPMaHOHHO-
TEJICKOMMYHHKAI[HOHHON CHCTEMBI
Ymern:
1 O TIOJTB30BATHCS] TEPMHUHOJIOTHEH COBPEMEHHOM KpUITOTpadyH, HCIIOIB30BaTh THIIOBEIC
KpHnTorpaduaeckue CpecTBa 3aliThl HHYOPMAIIHH;
2 0 HPOU3BOJUTH YCTAHOBKY M HACTPOWKY THIIOBBIX IPOrPaMMHO-AIMIIAPATHBIX CPEJCTB 3alUThI
nHbOpMaInH;
3 0 OIIpeIeIISITh PAlMOHATIBHBIC METO/IBI M CPECTBA 3aIIUTHI HA OOBEKTaX U OLICHWBATh UX 3(P(EKTUBHOCTD;
Buagers:
1 0 HNPUMEHEHHUS] IPOrpPaMMHO-aINapaTHhIX CPeJCTB obecredeHns: NHYOPMaMOHHON 0e3011acHOCTH
TEJICKOMMYHHKAI[IOHHBIX CHCTEM;
O mmppoBaHus HHOOPMAITHH.
3 O orpeereHust HeOOXOMUMBIX CPEACTB KPHNTOrpadudecKoi 3amuTsl HHPOpMannmy;

B pe3yabTaTe OCBOCHUSA TUCHUILINHDBI oﬁyqamnmﬁcﬂ JOJIZKCH

3.1 |3nars:

3.1.1

(] BO3MOXHBIE yrpo3bl Oe3onacHocTH nHpopMmanuu B UTKC;

3.1.2

(] crocoObI 3amuThl HHQOPMAIMK OT HECAaHKITMOHUPOBaHHOTO noctyna (manee — HCJI) u crienuaibHBIX BO3JICHCTBUI Ha

HeE;

3.13

[ THHOBBIE ITPOTPaMMHBIE M IIPOTPAMMHO-aNIIapaTHEIE CPEJICTBA 3aIIUTH HHPOPMANH B HH(POPMAIIHOHHO-

TCICKOMMYHUKAUOHHBIX CUCTEMAX U CETAX;

[l xpunrorpadguyeckue CpeACTBa 3aUTH HHPOPMAINH KOH(PHUICHIIHATBHOTO XapaKTepa, KOTOPBIC IPUMEHSIOTCS B

I/IH(I)OpMaLlI/IOHHOTeJ'IeKOMMyHI/IKaLII/IOHHI)IX CHUCTCMaXx U CCTAX;

[l MOpAIOK TECTUPOBAHUS (PYHKITHH IPOrpaMMHBIX U IPOrpaMMHOAMNIIAPATHBIX, B TOM YHCJIE KPUNTOrpahuiecKux

CPEACTB 3alIUTH HHPOPMAIINY;

[l opraHM3alHUIO U COAEPKAHUE TEXHUIECKOT0 0OCITyKUBaHUS U PEMOHTA [IPOrpaMMHO-aNMapaTHBIX, B TOM YHCIIE

KpHUITOrpadUIecKuX CPEACTB 3alIUTH HH(POPMAIIHH;

a MOPsAAO0K U IpaBUJia BEACHUA SKCHJ'IyaTaL[I/IOHHOﬁ JAOKYMCHTAIIUU Ha NMTPOrpaMMHBIC U IPOIrpaMMHO-aNmnapaTHbIC, B TOM

YHCIIe KPUNTOTPapUISCKUX CPEICTB 3aIIUTH HH(OpMAaIiH

3.2 | YMeTh:

3.2.1

] BBISIBJISITH U OLIGHUBATH Yrpo3bl Oe3omnacHoctd uHpopmanuu B UTKC;

322

[l HacTpauBaTh U IPUMEHSITH CPEJCTBA 3AILUTHl HH()OPMAIIIH B ONIEPALIHOHHBIX CHCTEMAX, B TOM YUCIIE CPEACTBa

aHTPIBPIpyCHOfI 3alIUTBI;

323

a MNpOBOAUTL YCTAHOBKY U HaC’I‘pOﬁKy OporpaMMHBIX U ITpOrpaMMHOAIIapaTHBIX, B TOM YUCIIC KpHHTOFpaq)I/I‘iCCKI/IX

CpPEZACTB 3alIMUTH HH(POPMAIINH;

324

] mpoBOANTH KOH(PUTYPHPOBAHUE IPOrPAMMHBIX M MPOrPaMMHOATIAPATHBIX, B TOM YHCJIE KPUITOTpaQHISCKUX CPEICTB

3aIMUTH HHPOPMAINH;

325

[ IpOBOJNTE KOHTPOJIH ITOKa3aTelel 1 mporecca GyHKIIMOHUPOBAHHS IIPOTPAMMHEIX M IIPOTPAMMHO-AMIIAPATHEIX, B TOM

YHCIIe KPUNTOrpapUIeCKUX CPEICTB 3aIIUTH HH(OpMAIIH;

3.2.6

[ IpOBOJMTE BOCCTaHOBIIEHHE TIPOIIecca U MapaMeTpoB QYHKIIMOHUPOBAHHUS IPOTPAMMHBIX U ITPOTPaMMHO-aIapaTHBIX,

B TOM YHCJIE KPUNTOrpapUIECKUX CPEACTB 3alIUTHI HH()OPMAIIHH;

3.2.7

[ IpOBOJWTE TEXHUIECKOE 0OCITyXKMBAaHHUE W PEMOHT IIPOTPAMMHBIX M IIPOTPAMMHO-AIIIaPATHBIX, B TOM YHCIIe

KPHITOrpahUuecKuX CPEACTB 3aALIUTH HHPOPMAUU

3.3 | Bragern:

33.1

[l ycTaHOBKE, HACTPOMKE, HCIBITAHUAX U KOH(PHUTYPHPOBAHUH NPOTPaMMHBIX M IPOTPaMMHO-aNMapaTHEIX B TOM YHCIIE

KpUNTorpadguyeckux cpencTs 3auThl nHpopMauuu B obopynosanuu UTKC;

332

[l momnepxarnu Oecriepe0oitHOI paboThI MPOrpaMMHBIX M IPOTPaMMHOAMIIIAPATHEIX B TOM YHCIIE KPHITOTPahUIECKUX

cpencts 3amuThl nHGopManuu B UTKC;

333

(1 3amure napopmanuu or HC/I u cnennansubix Bo3aeiictsuii 8 UTKC ¢

3.3.4 | ucnonp30BaHKUEM NIPOrPAaMMHBIX U IPOIPAMMHO-AIIAPATHBIX B TOM YHCIIE

3.3.5 | kpunTorpadMUECKUX CPEACTB 3alIUTHI B COOTBETCTBUU C MPEIbIBISIEMBIMH

3.3.6 | TpeboBaHUAMU




4. CTPYKTYPA 1 COAEPKAHUE QMCLOUILINHBI (MOIY.JI5)

Kon
3aHATHS

HaumeHoBaHue pa3esioB U TEM /Bl/l)l 3aHATUSA/

Cemectp /
Kype

Yacos

Pazgen 1.

1.1

OGecneueHne 6e30MacHOCTH onepanoHHbIX cucteM I[IpoGiembl obecrieueHns
0€30ITacCHOCTH OTIEPAI[OHHBIX CHCTEM. [10JTHOCTBIO KOHTPOJIUPYEMBIE CHCTEMEL.
YactuaHo-koHTponupyeMsle cuctemsl. Windows XP. Windows 7. Windowss8.
Linux. QNX u apyrue onepanvoHHbIe CUCTeMBbl. TeXHOIOTHH ayTeHTH()UKALIUH.
AyTeHTu(uKanus, aBTOpU3aLHs 1 aMUHUCTPUPOBAHUE ACHCTBUI OJIB30BATEIS.
Mertons! ayrenTuduranuu. [Tapomu. PIN-koapl. MeToabI HAIEKHOTO COCTABICHUS
naponeit. Ctporast ayreHTH(uKanys. OTHOCTOPOHHSS ayTCHTU(PUKAIIHS.
JIByXCTOPOHHSS ayTeHTH(HUKALMS ANapaTHO-NPOrPaMMHBIE CPEICTBA

naeHTHUKAIUH U ayTeHTUGHUKAIH. TokeHbl. CMapT-KapThl. BupTyansHbIe KIIOYH.

IIporpamMHo-anmnapaTHele MOLYJIH JOBEPEHHOMU 3arpy3ku. 3agauun AIIMJI3.
Bosmoxxnoctu AIIM/I3. Buast AIIM/I3. AIIM3 KpunToH —3aMOK CUCTEMHBIN
aZMHUHUCTpaTop. M3ydyeHne HacTpoek cucTeMHOro aqMunucrparopa AITMII3.
ATIM/I3 Kpunrox —3amok, HacTpoiiku noas3osarens AIIM/I3. Orpannuenus
JeicTBUil monb3oBatend. Maentudukanus. XXypHan perucrparuu cOOBITHH.
Hactpotiku tienoctHocTr cpeast AIIMJI3 Cekrop HXKMI. O6nacts mamsatu. Daii,
rarka, Kkaraiuor. /JIex/

1.2

W3zyyeHne cpeacTB HACHTHOHUKAINH Ay TCHTH()UKAIINN OTIEPAIIHOHHBIX CHCTEM
Hacrpoiixa noxansHoN monutuku 6e3onacHoctr Windows. IlonuTrka maposnei.
ITonutuku ydetHsix 3anuceil. Hasnauenue npas nons3oBatens Hactpoiika
JIOKaJbHOM monmuTuke O0e3onacHoctn Windows. [TapameTpbl 6€30mMacHOCTH.
ITomuTuka ayaura Hacrpoiika usonuposannoii cpensl AIIM/I3 KpuntoH-3amok
MHUIMAIA3aLUs CHCTEMHOTO aJMUHUCTPATOPa, UHUIMAIU3aLs TT0Ib30BaTeNs,
MIPOBEPKa IEJIOCTHOCTH Cpe/ibl AnmaparHsle cpeacTsa mmdpposanus Kpunron4,8
HacTpoiiKka, skcIuTyaTarus [IporpaMMHbIe cpeacTBa MU(ppOBaHHS. 3alUIIeHHEIC
koHTeitHepsl. Kpunron-nmpoanue BoccTanoBaeHne HHOOPMAIIH THIIOBBIMU
cpencteamu [Iporpammer BoccTanoBieHune nHpopmarmu /T1p/

1.3

BoccranopieHre nHGpOpMAIMH THIOBBIMU cpeicTBamMu [IporpaMmet
BoccTaHoBlenne nHdopmarmu /Cp/

1.4

TexHOIOTHN pa3rpaHUYCHHUS JOCTYTaAPXUTEKTypa MOACHCTEMBI 3aIUTHI
onepanuonHoi cucremsl Windows Server2016. Oco6ennoct OC Windows
Server2016. Bo3moxxHOCTH aiMUHUCTpaTOpa. PasrpaHnnyeHue qocTyna K 00beKTam
OTIepaIiMOHHOH cucTeMbl. Monenu nocryma. [IuckperonHas Moens. MaHaTHas
Mogens. Pomu. JlokansHas monutuka 6e3onacHocTr. Hactpoiika tokampHON
MOJIUTHKH 6€30MacHOCTH. AIMHHUCTPUPOBAHUE CHCTEMBL. M30nupoBaHHas
nporpammHast cpea. CriocoOs! oprannzanuy. MeToabl IPUMEHEHUS.
ActiveDirectory. KommiekcHas ciucteMa opraHi3aliy yIIpaBIeHHUS JOCTYIIOM.
Wucransmusa. Hactpoiika. Ayaut 6€300acHOCTH ONEPalliOHHON CUCTEMBI. MeTo b
MIPOBEJEHUS KOHTPOJIBHBIX IPOBEPOUHBIX MeponpusiTuil. [IporpaMMHbIe cpeacTBa
ayauta. OyHKIINH MEXKCETEBBIX SKpaHOB. OrpaHNYEHHE TOCTYIIa BHEIITHUX
nonb3oBareneil. Pasrpanmuenue nocryna. @unbrparms Tpaduka. AHanm3
nnpopmanuu. [lakernas ¢punprpanus. [locpenanueckue QyHKINM.
JomnonHuTtenbHble BO3MOXHOCTH MD. OcobeHHOCTH (DyHKIIMOHUPOBAHUS
MeXceTeBbIX 3kpaHoB. Moaens OSI. Dxpanupyromuit MmapupyTuzatop. LLno3
ceaHcoBoro yposHs. [Ipuknannoit nutos. 1lmro3 skcnepTHOTO ypoBHS. CXeMBbl
3aIIUTHI HA 0a3€ MEKCETEBBIX AKPaHOB. [10MTHKA MEXCETEBOr0 B3aUMOJCHCTBHS.
Cxewmsl nonxiroueHus MO. IlepconansHsle n pactipeneneHHbie MD. [IpobiaeMsr
6e3zomacroct MO. TecTupoBaHNE MEKCETEBBIX SKpaHOB. TpeOoBaHMS IMOKa3aTeNeH
tectupoBanus. Kinaccet MO. TpeboBanust @CTIK k MD. /Jlex/

1.5

IIporpaMMbl HaIEKHOTO yIaNeHUs HHPOPMAIUU A PXUBAPOBaHUE HH)OPMALIIH

IIporpammHbIe cpeacTBa pe3epBHOro konupoBanus. Hacrpoiika RAID-maccuBoB
Wncaiinepckas nadopmanus. IIporpammsr coopa mrpopmarmu o [IK Hactpoiika
MexceTeBoro skpana /IIp/

1.6

IIporpammsl c6opa undopmanuu o [IK Hactpoiika mexcereBoro sxpana /Cp/




1.7

Obecneuenne HHPOPMATMOHHOK Oe3omacHOCTH ceTeil. OCHOBBI TEXHOIOTUH
BHUPTYaJIbHBIX 3anuieHHbIX ceTeit VPN.IIpo6iembl HHGOpMAITHOHHOMN
Oe3omacHOCTH ceTeil. BBenenne B ceTeBoif HHGOPMAIIMOHHBII 0OMEH.
Hcnons3oBanue cetn Muteprer. Mogens ISO/OSI u crex mpotokonos TCP/IP.
Obecneuenne nHPoOpMaMOHHOK Oe3omacHoCTH ceTei. CriocoObl obecreueHus
nHpopMannoHHOi 6e3omacHocTy. [lyTH penreHus npobdiaeM 3amuTsl HHOOPMAaIHK B
cetTsix. Konnenuus nocrpoenus BUPTyaIbHBIX 3allUIICHHBIX ceTeil. Hanexxnas
nepeaaya nHGOPMAIIKK 110 He3aUIUIIEHHBIM KaHanaM cBssu. [udposanue.
Aytentuduxanusa. Bepudukanus. M30brounoe kogupoBanne. VPN — pereHus st
ITOCTPOCHHMS 3AIUIICHHBIX ceTel. BUpTyanbHBIE 3aIHUIIEHHEIE CETH.
TynenupoBanue. MHkancyssimus naketoB. CTpykTypa nakera. CTpykTypa
3aIUIIEHHOTO NakeTa. BapuaHTbl MOCTPOEHUS 3alUIEHHBIX KaHAJIOB.
Knaccudukarus. 3amura Ha kaHaeHOM ypoBHe. [Ipotokoser PPTP, L2F, L2TP.
IIpoToxomns! OpMHUPOBAHIS 3AIMUINCHHBIX KaHAJIOB HA CEAHCOBOM yPOBHE.
nporoxonsl SSL, TLS, SOCKS. 3amuTa Ha ceTeBOM ypoBHE. ApXUTEKTypa CPEICTB
6e3omacuoctu IPSec, AH, ESP. 3amuTa Ha npukiaaHoMm ypoBae. OpraHu3anus
YIAJICHHOTO JIOCTyIa. YTpaBiieHne naeHTHuKanuei u nocrymoM. Cpencraa
ynpasienus gqocrynoM. Web-gocrtym. [Iporokonsr PAP, CHAP, S/Key, SSO,
Kerberos. /Jlex/

1.8

OcHOBHBIE IEUCTBHA C BUPTYyallbHOI MamiHON PaboTa ¢ KOHTPOIBHBIMU TOUKaAMU
Vcrionp30BaHMe BHEITHUX YCTpOicTB PaboTa ¢ TOKaIbHBIM XpaHHIIHIIEM
cepruduraroB B OC WINDOWS VYcranoska u Hactpoiika [10 eTokenPKIClient
Hactpoiika I1O eTokenPKIClient ¢ moMo1bI0 TPyHIIOBBIX MOTUTUK Pa3BepThiBaHMe
TMS B cpene Active Directory Hactpoiika TMS B cpene Active Directory
Hactpoiika nonutuk TMS Hacrpoiika nucnonab30BaHusl BUPTYaJIbHOIO TOKEHA
Hcnons30BaHme TOKeHA HA pabodeM MeCTe afMUHUCTPAaTOpa Y CTAHOBKA H
Hactpoiika CK3U «KpuntolIpoCSP» Pabora ¢ koHTeliHEepaMu 3aKphITOrO KIt04a 1
cepTrudukaramu noss3oBatens cpeacteamMu Kpumro [Ipo CSP IIpumenerue
SecretDisk4 IMpumenenne SecretDisk Server NG 3ydeHne 0CHOBHBIX
Bo3moxkHocTel [10 VipNetClient M3yuenue Hactpoek 110 VipNetClient 3yuenue
Bo3MoxkHOcTel [10 JlenoBas moura /TIp/

1.9

H3zydenue ocHOBHBIX Bo3mMoxkHOCcTel [10 /Cp/

1.10

TexHonmornu oOHapyKeHHs BTOpKEHUH. TeXHOIOrus 00HapyKEHHS aTax.
Konnenmus axanTHBHOTO yIIpaBIeHUs 0€30IIacHOCTRI0. TeXHOMOTHS aHAN3a
3amuimeHHocTd. CpeAcTBa aHaIK3a 3alIUIIEHHOCTH CeTEBBIX IPOTOKONIOB U
cepBrcoB. CpencTBa aHau3a 3allMIICHHOCTH ONEPalMOHHOI ciucTteMbl. OO01ue
TpeOOBaHUS K BRIOMPAaEeMbIM CPEICTBAM aHAJIM3a 3allUIIeHHOCTH. CpencTBa
OOHApyKCHHS CETEBBIX aTak. MeTOoAbI aHAIHN3a CETEBOH HH(OPMAITHH.
Knaccudukarms cucrem oOHapy)eHHs aTak. KOMIIOHEHTBI U apXUTEKTypa CUCTEMBI
obHapyxeHus atak. OCOOCHHOCTH CHCTEM OOHAPy>KCHHUS aTak Ha CETEBOM H
OTIePaIlMOHHOM YPOBHSX. MeTo/IBI pearnpoBaHus Ha ceTeBble aTaku. O030p
COBPEMEHHBIX CPEJICTB OOHAPYKEHHUS aTakK. TeXHOIOTHHU 3alIUTHI OT BUPYCOB.
KomrmsroTepHbIe BUPYCHI U IPOOJIEMBI aHTHBHPYCHOM 3a1muThl. Kitaccuduxarust
KOMITBIOTEPHBIX BUPYCOB. JKN3HEHHBIH UK BUPYCOB. OCHOBHBIC KaHAJEI
pacIpocTpaHeHUsI BUPYCOB U JPYTHX BPEJOHOCHBIX Iporpamm. /JIex/

1.11

Wzyuenne cpencts oOHapykeHHs aTak M3ydeHne aHTHBUPYCHBIX IPOXyKTOB /IIp/

1.12

W3zyuenne cpencts oOHapykeHHS aTak V3ydeHne aHTUBHPYCHBIX IPOIyKTOB /Cp/

1.13

Mertons! yIpaBiIeHNs CpeACcTBAMH 3alTUTHL. METOMBI YIIPaBICHHS CPEICTBAMH
CEeTeBOH 3alIMTHI. 3a/aud YIPaBICHUS CUCTEMOI CETeBOH 3alIUThl. APXUTEKTypa
yNpaBIeHUs CPEACTBAMU CETEBOM 3alUThl. DYHKIIMOHUPOBAHHE CUCTEMBI
YIIPaBICHUS CPEACTBAMH 3aIIUTH. AYIUT 0€30MacHOCTH HH(POPMAI[MOHHON
cucTeMbl. MOHUTOPHHT 6e30IacHOCTH cucTeMsl. [IporpaMMHBIe CpeacTBa
npoBeaeHus ayanta 6ezonacHocTH. O030p COBPEMEHHBIX CUCTEM YIPABJICHUS
cereBoii 3amuTol. Kimaccndukanus cuctem 3amutsl. [lepcneKTHBEI ¥ TEHICHIUHY B
Pa3BUTHH CHCTEM 3aIIUTEL. /JIex/

10

ITaponu. PIN-koasl. MeToab! HaZie)KHOIO COCTABICHUS IAPOJICH.
5.Tokensl. CMapT-KapThl. BUpTyanbHbie KIIOYH.
6.ITporpaMMHO-anmnapaTHble MOAYJIU JOBEPEHHON 3arpys3KH.
7.ATIM/13 KpunTton —3aMOK CHCTEMHBIH aJMUHUCTPATOP.
8.M3y4eHne HaCTPOEeK CUCTEMHOro aqmMuHucTpaTopa AIIM/I3.
Mp/

10




9.Cexrop HXKM/I. O6nacte mamsiti. Daiii, nanka, KaTaJior.
10.Pa3rpanndeHne 10CTyna K 00beKTaM ONepallMOHHON CHCTEMBI.
11.KoMIiekcHast cHCTeMa OpTaHU3aliy YIPABICHUS JOCTyOM. VHCTASIIHS.
Hactpoiika.

12.Ayaut 6e301acHOCTH ONEPALIMOHHON CUCTEMBI.

13.®yHKIMH MEX)CETEBBIX 3KpaHOB.OrpaHUeHUE JIOCTYIa BHEIIHUX
mosnp3oBareneil. Pasrpanmdenue noctyna. @uinprpanms Tpaduka.

/Cp/

10

1.16

OcHOBBI KpUnTorpadhuIeckux MeToA0B 3amuThl HH}popMmaru.CBoiicTBa
nHpopMannonHoi 6e3onacHocTy. CBoiicTBa HHPOPMAIIMOHHOM O€30I1aCHOCTH,
obecrieynBaeMble KPHIITOTpahMuIeCKIMHI METOIaMH 3aIUTHl HH(opMarn. Brust
atak. Ciryx0bI 0€30IIaCHOCTH U MEXaHU3MBI JOCTIDKEHUS TPeOyeMOoro YpOBHS
samunieHHocTd. Kpunrorpaduueckue meronst. llnpposanne. Koxuposanue.
Creranorpagus. Cxxarne. MatemaTtrka xpunrorpadun. bruaapabie onepanu.
Apudmernka nensix ynucen. MoxyabHas apudmernka. Matpunsl. JlnaeitHoe
cpaBHeHue. Tpanunuonnsle mmdps! nepecraHoBku. [ndpr nepecranoBku. OaHO

U IBYX HampaeieHHbIe. [loTouHble u Grounble mudpsl. Mexann3anus mudpoBaHus.

Tpamuunonnsie mmdpsr 3ameHs!. [ndpsr 3amenst. [ndpsr MEOTOAN(aBUTHOH
3aMeHbl. YacToTHOCTh cUMBOIIOB. Kpunroanammus. ATtaxa rpy0oii cuiasl. YacTOTHBIH
aHanu3. Ataka o obpasiy. Ataka 3HaHHs HCXOAHOro TekcTa. KommbroTepHoe
nm¢posanue. Kogoras Tadmuma ASCIIL. Anrebpandeckue CTpyKTypBI: TPYIIITHL,
KoJbLIa, rmotisi. ['eneparop maposeit. /Jlex/

20

Creranorpaduyeckue METOb! CKpBITHA HH(opMary bruHapHas apudmMeTnka.
MogayneHas apudmernka [IpumeHeHre MeTOA0B MIH(POBAHUS IEPECTAHOBKOM
[Mpnmenenne meronos mudposanus 3ameHol [IpuMeHeHne MeTon0B MU(PPOBAHUS
MHOTO0aI(haBUTHON 3aMeHBI Kpunroananns MeTo 0B mepecTaHoBKH Kpunroananms
MeToJI0B 3aMeHbl Komnbrotepaoe mudposanue /I1p/

20

Kpunroananus MeToI0B repecTaHoBKH KpHITTOaHATM3 METOIOB 3aMEHBI
Kommbroteproe mudposanue /Cp/
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1.19

CoBpeMeHHBIe cTaHIapTHI mHdpoBanus. CuMmerpryHoe mupposanue. Cetn
Qaiicrens. Crangapt mmdposanus nanabix DES. Ctpykrypa DES. Anamus DES.
MaorokpartHoe npumenenue DES. besonacnocts DES. YcoBepmieHCTBOBaHHBIIH
crannapt mudposanus AES. Ctpykrypa AES. Pacimpenne kmoueit 128/192/256.
Anamms 6e3omacHocti AES. Poccniickue craHIapThl CHMMETPHYIHOTO
mm¢pposanust. Ctpykrypa [OCT 28147-89. Pexumsr mudposarus [OCT 28147-
89. Ananus 6ezomacHocti ['OCT 28147-89. TOCT P 34.12-2015. [Ipobaema
pacnpeneneHus Kirodei CHMMeTpryHoro mudposanust. Anroput™ dnddu-
Xenmana. Yrpasienue krodaMu. Kerberos. AcummerprnaHoe midpoBaHue.
IIpoctsie uncna u ypaBHeHus. Pasznoxenne Ha MHO)uTenn. RSA. Teopema 06
ocTaTkax. Bo3Benenue B crenens u orapudmsl. Kpunrorpapudeckas cucrema Db
-I'amans. Kpunrocucremsl Ha OCHOBE METOAA AIUTMNTHUECKUX KpuBbIX. DLIII.
Poccuiickue cranmaptsl acumMerpraroro mudposanus. OCT 34.10-94. TOCT P
34.10-2001. TOCT P 34.10 -2012. be3onacHOCTh aCUMMETPHUYHBIX

anroputMoB /JIex/
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1.20

Anroput™ Juddu-Xenmana. OpraHu3anys aJropuTMa nepegadd CAMMETPHIHOTO
KITIFoYa ACHMMETPHYHOE MH(ppoBaHUe. AITOPUTM Pa3IOKECHUS IPOU3BEACHHS ABYX
MIPOCTHIX uKces Ha MHOxuTenu /T1p/

20

1.21

ANTOPUTM Pa3JIOKCHUS IPOM3BEACHUS IBYX IPOCTHIX YKcen Ha MHOKuUTenu /Cp/

15




1.22 Kpunrorpadudeckue MeTos! odecrieueHns 0€301MaCHOCTH CETEBBIX TEXHOIOTHH. 6
Lenocrrocts coobmenust. Cityuaiinast Moznens Oracle. YcraHoBieHUe
TIOJUTHHHOCTH coobmenns. Kpunrorpapmaeckne xamr-¢pynakmun. MD-5. SHA-1.
SHA-512. TOCT P 34.11-94. TOCT P 34.11 -2012 Ananu3 6e30macHOCTH X31III-
(yHKUMdA. ATaku Ha X3HI-QYHKIUU. DIEKTPOHHAS HX(POBast MOAMUCH. AJTOPUTM
(dhopmupoBanus noanuck. CoiictBa obecneunBaembie DIIIT. Cxembl 1udpoBoit
noanrcy. Ataku Ha mudposyio noamuck. DL ¢ BpemenHoit metkoit. Crerrast D111
Beccniopras SUILTOCT P 34.10 -2012.

YcTaHoBIeHHe MOUTMHHOCTH 00bekTa. [IpocToit maposts. JJuHaMuiueckuil maposb.
3anpoc-otseT. PIN. IloaTBepkaeHue ¢ HyJaeBbIM pasriamieHueM. buomerpuueckue
CpeACTBA UICHTU(DUKAIINN. DICKTPOHHBIE KIIF0UN U KapTsl. TokeHsl. IIpobaeMsr
pacrpeiesie st OTKPBITOTO KIIFo4a acUMMETpUYHOro mudppoBanus. CepTudukatel
OTKPBITOTO Kitoua. Y mocroBepsromue neHTpol. X.509. Uepapxus PKI.
OobecrieueHne 0€30MIaCHOCTH CETH ¢ IPIMEHEHHEM KPHUITOrpahuIecKix
IIPOTOKOJIOB Ha MPUKIAIHOM YPOBHE. OJEKTPOHHAs ModTa. ApXUTEKTypa e-mail.
PGP. S/MIME. O6ecrnieuenne 6€30MaCHOCTH CETH C TPUMEHEHHEM
KpHUITOrpaUIecKx MPOTOKOIOB Ha TPAHCIIOPTHOM H CETeBOM ypoBHe. DopmaTsl
coobmenns SSL. TLS. BezonacHocTs TpaHcmopTHOTO ypoBHS IPSec. Oprann3amnms
VPN-ceru 3amuTa nHGOPMALUH B CETSIX, OPTraHU30BaHHBIX 110 TEXHOJIOTUH
oecripoBoaHoro pocryna. IEEE 802.11. WEP. WPA. WPA-2. IEEE 802.16. 3amuta
nHpOpMAINH B CETAX COTOBOII cBs3U. A3. A8.A5/3. ATaku Ha aTOPUTMBI.
INepcriekTHBBI pa3BUTHS OECIIPOBOHON MOOUIBHOM CBA3U. KpUIITOBAIIOTEIL.
burtkoun. brokdern-cuctemsl Ethereum. [TepcriekTHBEI pa3BUTHS KpunTorpaduu.
KganTtoBas kpunrorpadus. [IpobaeMsr orpaHHYeHHUST CKOPOCTH MIH(POBAHUSL.
ITpoGmemMsI TEOPHH ACHMMETPHIHBIX aNTOPUTMOB.

/JTex/
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1.23 Pa3paboTka xsm-dpynkuun PazpaboTka cxeMbl mpocToro napods PazpadboTka cxeMsr 6
JUHAMHPYecKoro mapoisi CepTHHKATH OTKpPHITOTO Kifoya Hacrpoiika u
anMHUHHCTpHUpoBaHue TokeHa HacTpoiika cepBrcoB Pyroken-PinPad Hacrpoiika
cepsucoB Pyroken-OLIT Hactpoiika ceprucoB Pyroken—Bluetooth Hactpoiixa
cepBucoB Pytoken—S Paszpabotka anroputma PGP M3yuenue nporokonos SSL,
TLS, IPSec Hactpoiika 6e30macHOCTH OecIIpOBOIHOM CETH Mepeaadn MHHOPMAIIH
IEEE 802.11. WEP. WPA. WPA-2 /TIp/

22

1.24 1. W3yueHne HOBBIX TEXHOJIOTHH XpaHEHUs] HH()OPMAIUH. 6
2. CratucTrKa ¥ aHAIU3 KPYNHBIX yTeUeK MH(POPMAIUU 33 TOJ.

3. IMTonck mHpOpMaIUK 0 HOBBIX BHIAX aTak Ha MH()OPMAIMOHHYIO
CHCTEMY.

4. 0O030p COBpPEMEHHBIX MPOrPaMMHBIX M IPOTrPaMMHO-aNIaPaTHBIX
CPEJICTB 3aIUTHL

5. CpaBHHTETBHBIN aHAIN3 COBPEMEHHBIX ITPOTPAMMHBIX M ITPOTPaMMHO-
anmnapaTHBIX CPEACTB 3aIIUTHI.

6. Kpunrorpaduieckne METOIBI.

15

5. OHEHOYHBIE CPEJCTBA

5.1. Bonpochl A/151 CAMOKOHTPOJISI M TeKYyIIel aTTecTaluu

. Monens yrpo3 HC/ na npennpusitun

. IIposenenue knaccudpuxanun AC u CBT no tpe6oBarnsm @CTIOK Ha npennpusitun

. IIpoBenenue knaccudpukaiyu [10 mo TpeboBanusm @CTOK Ha npeanpusITn

. IIpoBenenne xnaccnpukanun MO no TpedoBanmsam PCTOK Ha npeanpusTun

. Iloctpoenne monenn HapymuTens o TpedoBarnsM @CTIK Ha mpennpusTHH

. [loctpoenne mopenu HapymuTens no TpedoBanusm OCh Ha npennpusTin

. Mognens yrpos 6eszonacnocti C nepcoHanbHBIX JaHHBIX HA IPEIIPUATHH

. KoMmutexcnast Mosiens 3amuTsl HHOPManH Ha IIPEATIPASTHN.

. OueHka 3 (peKTHUBHOCTH CYIIECTBYIOLINX IPOrPAMMHBIX U IIPOTPAMMHO-ANIAPATHBIX CPEACTB 3aIIUTHI
uH(popMaLUK ¢ IPUMEHEHHEM CIEHUaTU3UPOBAHHBIX HHCTPYMEHTOB I METOJ0B (MHIUBHIYAIbHOE 3aJaHHE)
10. O630p 1 aHATH3 COBPEMEHHBIX ITPOTPAMMHO-aINMapaTHBIX CPEJICTB 3AIIUTH HH()OpMAITIH
(MHIUBHIIyaTbHOE 32/IaHKE)

11. Bo1bop onTUMAaIbHOTO CPEeNCTBA 3aLIUTHl MHPOPMALIMU UCX0As U3 MeToandeckux pekomenaanuii @CTOK
U UMEIOLIMXCS MCXOAHBIX JaHHBIX (MHIUBUAYaIbHOE 3a/1aHHE)

12. [IpuMeHeHHe IpOrpaMMHO-aIIaPaTHBIX CPEICTB 3AIIUTHl HH()OPMAITIH OT Pa3INYHBIX THIIOB YTPO3 Ha
OpeanpusITUd (MHAUBUIYAIBHOE 3aaHuUe)

13. TIpoGuiema 3amuTel HHPOPMALMHU B 00Ia4YHBIX XpaHUIHIIAX AaHHbIX 1 [[O/lax

14. 3ammra cpeq BUpTyalln3aliu.

O 001N L K W —

5.2. TeMbl NHCbMEHHBIX PA0OT (KOHTPOJIBHBIX U KYPCOBBIX padoT, pedeparTos)

ITpoGiremb! obecrieueHnst 0€30MaCHOCTH OIEPAIOHHBIX CHCTEM.




2. TexHoNOTUH ayTeHTH()UKAIIUN.
3. AyteHTH(UKaLU, aBTOPH3ALUS U aJMAHICTPUPOBAHHE ICHCTBHI TTOJIB30BATEIIS.
4. TTapomnu.
5. PIN-konpI.
6. MeTobl HaIe)KHOT'O COCTaBIICHUS TTapoJIeH.

7. TOKEHBL.

8. CMmapT-KapThl.

9. BupTyansHble KIIIOYN.

10. IIporpaMMHO-anmapaTHble MOAYJIH JOBEPEHHON 3arpy3KH.

11. ATIM/I3 Kpunton —3aMOK CUCTEMHBII aIMUHUCTPATOP.

12. M3y4eHne HACTPOEK CUCTEMHOTro agMuHuCcTpaTtopa AIIM/I3.

13. Cexrop HXKM.

14. O0nacTh HaMATH.

15. daiin, manka, KaTajor.

16. Pasrpanmuenue 10cTyna K 00beKTaM ONEPaliOHHON CHCTEMBI.

17. KommiekcHast cucteMa OpraHu3aluy YIpaBIeHUs TOCTYTIOM.

18. Uncrammsuus. HacTpoiika.

19. AyanT 6e301acHOCTH ONEPAMOHHON CHCTEMBI.

20. ®yHKINU MEXCETEBBIX dKpaHOB. OrpaHMYeHHeE 10CTYyIa BHEITHUX MOJIb30BaTeNe. Pasrpannuenue
nocryna. GunbTpanus Tpadpuka.

52

20

21. Ananus nadopmanuu. [lakernas punprpanus. [locpenanyeckue GyHkIun. JJonONHUTENEHBIE
BO3MOXHOCTH MD.

22. IlonuTHka MexceTeBOro B3aumoieicTBus. Cxemsl noaxioueHus M3. IlepconanbHeie u
pacrnpeneneHHsie MO.

23. TpeboBanus nmokaszarenei TectupoBanus. Kitaccst MD. Tpeboanus @CTIK k MD.

24. Konnenuus nocTpoeHysl BUPTyalbHbIX 3allIUIICHHBIX CETEH;.

25. BupTyasbHble 3alIUIIEHHBIE CETH.

26. TynnenupoBaHue.

27. HKancysiuys NakeToB.

28. CTpyKTypa 3alUIIEHHOTO MTaKeTa.

29. BapuaHThl HOCTPOEHUS 3AILUIIEHHBIX KaHAJIOB.

30. 3anuTa Ha KaHATBHOM YPOBHE.

31. IlpotokonslPPTP, L2F, L2TP.

32. IIpoTokoins! GOPMUPOBAHUS 3AIUIICHHBIX KAHATIOB HAa CEAHCOBOM YPOBHE.

33. Ilpotokonst SSL, TLS, SOCKS.

34, 3amuTa Ha CETeBOM YpoBHE. ApxuTekTypa cpencts 6eszonacHoctu IPSec, AH, ESP.

35. 3amuTa Ha NPUKIIAJHOM YPOBHE.

36. IIporokonsl PAP, CHAP, S/Key, SSO, Kerberos.

38. @YHKUNOHUPOBAHUE CUCTEMBI YIIPABIECHUS CPEACTBAMH 3aLUTHI.

39. AyanT 6e30nacHOCTH HH(POPMAITHOHHOH CHCTEMEI.

5.3. OuneHouHbIe CPeACTBA JJIsl IPOMEKYTOYHOMH aTTeCTAlUH

Brenenue. Beinaua 3ananuit

2 AHanm3 1MoCTaBlIeHHON 3a0a4d

3 OnpenencHue 3alMIAacMbIX HHPOPMAMOHHBIX akTHBOB. KaTeropuposanue nHGopMaIiu
4 OmnpeneneHue ysa3BUMOCTEN U yrpo3

5 AHanu3 1 BBIOOP BO3MOXHBIX PELICHHH 110 3aIIHTe

6 AHain3 MEXaHU3MOB 3aIUThI

7 Ananuz TpeOyeMbIX KOMIIOHEHTOB

8 IIpoexTHpOBaHUE MOJIENIN YIPO3

9 Hactpolika KOMIIOHEHTOB 3aIIUTHI

10 Kon¢urypupoBaHue MOIb30BaATEIBCKUX 33134

11 IIpoexkTupoBaHue 3KCIIEPIMEHTA 110 BHEIPEHUIO CHCTEMBI 3aIlITHI
12 HopmaTHBHO-TIpaBOBOE 0OECIIeUEeHHE TPOCKTA

13 Pacuer unnexca ROSI

14 IToaroroBka MOSICHUTENBHOM 3alIUCKU K KypCOBOMY IIPOEKTY

15 3amuTa KypcoBOro IpoeKTa

6. YHEBHO-METOJANYECKOE 1 TH®POPMAIIMOHHOE OBECIIEYEHUE JUCHUIIJIMHBI (MOAYJIA)

6.1. Pexomenayemas Jquteparypa

6.2.1 IlepeyeHs NporpaMMHOro odecreveHust

6.3.1.1 | Open Office




6.2.2 TlepeueHb HHGOPMAIMOHHBIX CIIPABOYHBIX CHCTeM H pecypcos ceTH IHTepHeT

6.3.2.1 | http://www.consultant.ru/ CnpaBounas npasoBas cuctema «KoncymnpranTlImrocy.

6.3.2.2 | http://biblioclub.ru/ 9BC «YHuBepcuTerckas oubamoreka online»

6.3.2.3 | http://library.tiei.ru/ - SJIEKTPOHHAA HAYYHO-OBPA30OBATEJIbHA 1 BUBJIMOTEKA

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHME JUCIUITJIMHBI (MOJY JISA)

7.1 | CneunanbHbIe TOMEIIEHHS IPEICTABIAIOT cO00H yueOHbIe ay JTUTOPHUH JUIS IPOBEACHUS 3aHATHH JICKI[HOHHOTO TUIIA,

7.2 | 3aHATHIT CEMUHAPCKOTO THIIA, KyPCOBOTO ITPOCKTHPOBAHIS (BBIITOIHEHUS KyPCOBBIX PaboOT), TPYIIIOBBIX H

7.3 UHINBUAYAJIbHBIX KOHCYIII)TaHI/Iﬁ, TCKYIICTO KOHTPOJIA U HpOMC)KyTO‘IHOﬁ aTTeCTalmu, a TaKXKC IMIOMCIICHUA JIJIsA

7.4 | camocTosATETEHON pabOTHI ¥ TOMEIICHUS TSl XpaHESHHS U MTPOQIIIaKTHYECKOTO 00CITY)KUBaHMS YIeOHOTO 000pYyI0BaHHS.

7.5 CHCL[I/IaJ'ILHLIC MMOMCUICHUA YKOMIIJICKTOBAHBI CHeHI/IaHI/BI/IpOBaHHOﬁ MeOECIbI0 U TEXHUYECKUMHU CpeacTBaMu O6y‘{€HI/Iﬂ,

7.6 | cyxanuMu 1S IpeicTaBieHUs yueOHOH HH(POpMALUU OONBIION ayAUTOPUH. J[Jist IpOBeIeH s 3aHATHIA JICKIMOHHOTO

7.7 | THma npeanararoTcst HAOOPHI JEMOHCTPALIMOHHOTO 000PYIOBAaHHS U yueOHO-HATISJHBIX TOCOOHH, 0OecTieunBaromie

7.8 | TeMaTHYeCKHE WILTIOCTPAINH, COOTBETCTBYIOIINE IPIMEPHBIM ITPOTrpaMMaM JTUCIUILIHH (MOIyJIeil), pabounm yuaeOHbIM

7.9 | mporpamMmamM JUCIUILTHH (Moaysei). [ToMemeHus s caMOCTOSTeTHHOH paboThl 00yUJaIOMIUXCS OCHAIICHBI

7.10 KOMHLIOTCpHOﬁ TEXHUKOH C BO3MOXKHOCTBIO NOJKIOYCHUA K CCTHU ((I/IHTCPHGT» 1 00€ecIieueHHEM A0CTYyIIa B 3JICKTPOHHYIO

7.11 | uHPOPMAITHOHHO - 00pa30BATEIBHYIO CPEaY

8. METOANYECKHUE YKA3ZAHUWSA JJISA OBYYAIOIINXCSA IO OCBOEHUIO JUCHUIIJIMHBI (MOAYJIS)

OO0y4aromMcest HE0OXOMMO TOMHHUTB, YTO KAU4eCTBO MOIYYEHHOTO 00pa30BaHuUs B HEMAJIOH CTETIEHH 3aBUCUT OT aKTUBHOW POITU
camoro oOyuatomierocsi B yueOHoM npouecce. O0yyaromuiicst JoKeH ObITh HallelleH Ha MaKCUMAllbHOE YCBOEHHUE 1101aBaeMOr0
JIEKTOPOM MaTepHalia, Mmocie JEKIUH U BO BPeMs CIIEIIHAIbHO OPTaHU3YEMBIX HHIIMBUYaTIbHBIX BCTPEY OH MOXET 33/1aTh JICKTOPY
UHTEPECYIOILUE €I0 BOIIPOCHL.

JleK1IMOHHBIE 3aHATHS COCTABIAIOT OCHOBY TEOPETHYECKOTO OOYUEHUS U AOJDKHBI 1aBaTh CUCTEMaTH3UPOBaHHbIE OCHOBBI 3HAHUIA
0 TUCHUIUTHHE, PACKPBIBATh COCTOSHHE W TIEPCIICKTUBBI Pa3BUTHS COOTBETCTBYIOIICH 001aCTH HayKH, KOHIICHTPHPOBATh BHUMAaHHUC
-00yJaromuxcsi Ha HanOoJIee CIIOKHBIX U Y3JIOBBIX BOIIPOCAX, CTAMYJIHPOBATh HX aKTUBHYIO MTO3HABATEILHYIO JACATEIbHOCTD U
CHocoOCTBOBATh (POPMHUPOBAHUIO TBOPUECKOTO MBIIIICHHUSI.

I'maBHas 3agaya JIEKHMOHHOTO Kypca - chopMUpOBaTh y 00y4aromuXcsi CHCTEMHOE MPEACTaBIeHHUE 00 H3ydaeMOM MpeIMeTe,
o0ecIeunTh YCBOCHHE OYIYIINMH CIICIIHAIMCTAMH OCHOBOIIOJIATAIOMIEro yaeOHOTro MaTepuraa, IPHHIUIIOB U 3aKOHOMEPHOCTEH
Pa3BUTHS COOTBETCTBYIONICH HAYYHO-TTPAKTUIECKOM 00aCcTH, a TAK)KE METOJIOB TPUMEHEHHS TTOTyIESHHBIX 3HAHWH, YMEHHN U
HaBBIKOB.

OcHoBHbIe QyHKINY Jeknuii: 1. [TosHaBaTenpHO-00y4aromast; 2. PaspuBaromast; 3. OpueHTHpYOLIe-HAPABISIOMmAs; 4.
AxtuBusupytomas; 5. BocriurarensHas; 6. Opranusyronias; 7. HGOpMaoHHas.

BrinonHeHne npakTUYecKuX 3alaHui CIIyKUT BaXKHBIM CBS3YIOLIUM 3BEHOM MEX/1y TEOPETUYECKUM OCBOEHUEM JIAHHOU
JUCLHUIUIMHBI M IPUMEHEHHUEM €€ TOJI0KEeHUH Ha npakThke. OHU COCOOCTBYIOT Pa3BUTHIO CAMOCTOSATENILHOCTH 00yUaromuxcs,
0oJiee aKTHBHOMY OCBOCHHIO YIEOHOTO MaTepralia, sIBISIOTCS BAXKHOHN MPEINOChITKOW (POPMHPOBAaHUS MPOHECCHOHATHHBIX Ka4eCTB
OyIylIuX CIEIHAaInCTOB.

IIpoBeaeHue MPaKTUYECKHUX 3aHATUI HE CBOAUTCS TOJIBKO K OPraHUYECKOMY JOTIOTHEHUIO JIEKIIMOHHBIX KYPCOB U CAMOCTOSITEIbHOM
crp. 16

paboThl oOyuaromuxcs. X BMecTe ¢ TeM ClielyeT pacCMaTpUBaTh KaK BAXKHOE CPENICTBO MPOBEPKH YCBOCHUS 00YJaIONIMMUCS TEX
W MHBIX TIOJ0KEHUH, JaBaeMBbIX Ha JISKIUH, a TAKXKE PEKOMEHIyEeMO ISl H3yUEeHUS INTepaTyphl; Kak (popMa TeKyIero KOHTPOIIs
3a OTHOLIEHHEM 00ydaloMXxcs K yuebe, 3a ypOBHEM UX 3HAHM, a CIeJJ0BaTeNbHO, U KaK OJIMH U3 BaXKHBIX KaHAJIOB IS
CBOECBPEMEHHOT0 TIOATATHBAHUS OTCTAIONINX 00YJIaIOIIIXCSI.

IIpu mOATOTOBKE BAXKHBI HE TOIBKO CEPhe3Hast TeOpETHUYECKast MOJTOTOBKA, HO M YMEHUE OPUEHTHPOBATHCS B pa3HOOOPa3HBIX
MPaKTUYECKUX CUTYAIHAX, €)KETHEBHO BOZHUKAIOIINX B €0 JeSITeIbHOCTH. DTOMY CIIOCOOCTBYET (hopMa 00yueHHs B BUE
NIPAKTUYECKUX 3aHATHH. 3aauyl MPAKTUYECKUX 3aHATHUIL: 3aKpeIUieHHe U yIiyOJieHHe 3HaHUH, IT0Jy4eHHbIX Ha JIEKIUIX U
MpHOOPETEHHBIX B MPOIIECCE CAMOCTOSATENHFHON paboThI ¢ yueOHOM! JIuTepaTypoil, GopMUpOBaHUE Y OOYHAIONIMXCSI YMCHUH H
HABBIKOB paOOTHI C UCXOIHBIMU JTAHHBIMH, HAYIHOW JIUTEPATYPOH U CIIENMAILHBIMU TOKYMeHTaMu. [IpakTnyeckoMy 3aHITHIO
JIOJDKHO MPEIIECTBOBATh 03HAKOMJICHHUE C JIEKLIMEH Ha COOTBETCTBYIOIIYIO TEMY U IUTEPATypOl, YKa3aHHOU B IJIaHE ATHUX 3aHSATHIH.
ITpu npoBeneHNK y4eOHBIX 3aHATUI 00CCTICUNBAIOTCS PA3BUTHE Y OOYJAIONIMXCSI HABBIKOB KOMaHIHOW PabOThI, MEXKIMIHOCTHOM
KOMMYHHKAIIUH, IPUHATHUS PEIISHIH, INIEPCKIX KauecTB (BKIOYast P HEOOXOAMMOCTH MPOBEJCHNE HHTEPAKTUBHBIX JICKIINH,
TPYMIOBBIX JUCKYCCHIA, POJIEBBIX UTP, TPEHUHI'OB, aHAJTN3 CUTYalUil 1 IMUTAIIHOHHBIX MOJEJIeH, IpenoJaBaHnue TUCIUILUIUH
(Momyneil) B popMe KypcoOB, COCTaBICHHBIX Ha OCHOBE PE3YJIbTATOB HAYYHBIX HCCIICIOBAaHHUMN, TPOBOAUMBIX OpPraHU3alUCH, B TOM
YHUCIIE C YYETOM PETHOHAIBHBIX 0COOCHHOCTEH MPOPECCHOHANBHOM JEITEHHOCTH BHITYCKHUKOB U TIOTPpEOHOCTEH paboToaarereii).
CamocrosTenbHast padoTa MOXKET OBITh YCIICIIHOW NP ONPeeNICHHBIX YCIOBUIX, KOTOPBIE HEOOXOAMMO OpraHn30Barth. Ee
NpaBUIbHAS OpraHU3alys, BKIIOYAIOIAs TEXHOJIOTUH 0TOOopa LieNel, colepKaHts, KOHCTPYUPOBaHUs 3aJaHUH M OpraHU3aIUI0
KOHTPOJISI, CHCTEMAaTHIHOCTh CAMOCTOSITEIIbHBIX YUEOHBIX 3aHATHH, 1eJIecO00pa3HOe UIaHUPOBAaHNE pab0Iero BpEMEHH! TI03BOJISCT
MIPUBUTH CTYJICHTaM YMEHHS U HaBBIKH B OBIIAJICHUH, U3yUYEHHUH, YCBOCHUH U CHCTEMATU3aI[K MPHOOpeTaeMbIX 3HAHHUH B IIPOIIECCe
00yueHHs, TPUBUTH HABBIKY MOBBILIEHUS TPO(PECCHOHANBHOTO YPOBHS B TE€UEHUE BCEH TPYIOBOM IEATENbHOCTH.

J1n1s1 KOHTPOJIS 3HAHUH CTYICHTOB TI0 JTAHHOW TUCHUILTHHE HEOOXOANMO IIPOBOJHUTE OIIEPATHBHBIN, PYOEKHBIH U HTOTOBBII
KOHTPOJIb.

OnepaTHBHBIN KOHTPOJIb OCYIIECTBISICTCS MYTEM IIPOBEACHUS OIPOCOB CTYICHTOB Ha CEMUHAPCKUX 3aHSATHSIX, TPOBEPKH




BBIIIOJTHEHHS TIPAKTUYECKHX 33aJaHHUH, a TaKKe yueTa BOBJICUEHHOCTH (aKTUBHOCTH) CTYAE€HTOB P 00CYKICHUN MHHHU-OKIAJI0B,
OpPIaHU3aLUK POJIEBBIX UID U T.II.

KoHTpomb 3a caMOCTOsTENbHOH paboTOH CTYAEHTOB ITO KypCy OCYIIECTBISETCS B IBYX (hOpMax: TEKYIIHH KOHTPOIb 1 HTOTOBEIH.
PyOesxHbII KOHTPOIB (aTTecTanus) IOAPa3yMeBaeT MPOBEACHUE TECTUPOBAHUS MO IIPOIICHHBIM pa3/ieNaM Kypca. B rectupopanme
MOTYT OBITh BKJIFOYEHBI TEMBI, IPEIOKEHHBIE CTYJEHTaM JUI CAMOCTOSTENBHOMN MOJrOTOBKH, a TAKXKE MPAaKTUYECKUE 3aTaHus




